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(57)Abstract: 

PROBLEM TO BE SOLVED: To realize an information 
processing system and method. capable of generating 
and distributing an effective key block(EKB) in 
accordance with the data throughput of a device. 
SOLUTION: In an entity which sets a subtree classified 
on the basis of capability as the data throughput of the 
device in a key tree obtained by making each key 
correspond to routes, nodes and leaves on paths from 
the root of the tree constructed with a plurality of 
devices as leaves, a sub effective key block(sub EKB) 
being effective in the entity is generated. In a key issuing 
center, the effective key block(EKB) that can be 
decoded only in an entity having common capability is 
generated on the basis of the capability information of 
the entity. 
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*jb mmmisx r- a 0 

a a©x yt x-r \cmt s -y- y^y y — § / - 

^a^p -y t>*m^tcm msm**? a. 
f*3©stsu — ©x/ wxic*ns-r « y -? t 

LfcSTB©x > t- -T 7- ■< icjg-r Z 7 s tU x©&* a, 

fr£ie©xvwxtctt/s-f &y— 7icM.5^x±©/ 
- h\ y — 7 icbk s nfc y — f * * tf u — 7 * — 

[»**7 3 tul5a^©x>"r-cx-<©#>«rl±, 

y- K*fc«y— 7^© i tu:©./— F$ft»±y— 7* 

y F i: LT«@ LT»j£Lfc*lJS**rr S <l 

fcWWliTSIWl 1 tcie«©BS^ya ytttm^ 
fcit«Ma->xxA. 

±ttx>-r-('T--rtt, 

ittxvx-rx-rsttSBy-KteWJSr**-*, tuGtf 
^^^^©Il^y- K W^-h) +-£LT 

s^-rs«fig-e*5c t^stfrsa** 1 tc«© 

[11*^9] •7 :, M-Yx©y^-^saa^:»fr^x>/7 i 
-r-r-rii. x>7 L wx-i'rt©BLay— k C9-r>i/— h 
• 7 r /wxt^-rsu-7fcS^/^x± 

'J * ff W XlXft© 'J — 7f/ W Xtcfe(/>T 
©*«^Rlte*W^{b4 l -i: LT«^LfcM3&T-9-y E K 

f-diiifyE k B*««b^5fd«y- K^aaa© 

■y-y^- htcS?./^X±©y- H*— *JBWbfeJE«r9- 
^"E K B^tLT? e>»c±{4x>x-Y ft' tJMflL, 
«±{ix>'x^7 i -f , ^T% x>'X'TT-i'*{4T*©Mff'y- 

^e k B^g*5<tt>*jMmiaa^:iii^»f lt, y ^ 

x/WX*^;V-hfcS3/^X±©/-K4 i -Sff*fi : 

*-m.mic&9£.fg l znrcMttV7'E k b©mk 

^-^fT-bV^- (KDC) ^(D&mmmzft&v Ct 

SC fc^-ttmfc-rSH^JH 1 tcf2®©Bt#®ya y 
E^fcflHWByffiS/X-rA. 

[H*^l 0 3 TtiVf^f'fO'M-i' ^aa^r^ 

t5x>f-ff'ftt < x>f -fx-Yrt©!!^/— f (-y 
7;i/-h) ^e,y^-^ • xvx-fx-Yic^js-r^*^ 

/- FlcSS/^X±©y- Ktc£££ftfcy- K^-* 
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WftL1tmmV7E K B^MtT±ffix>f-f -r-Tlc 

-<-r^*<ST'CDM^^E K B If &ffi*y5£JS 

/<X±©/-F*-M*f*fr4v\ 
StlfcM«r9-rEKBOiJE*-«ff-lrV*- (KD 
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.tSxyf.Yf'ftts x^x-f^-Yrt^K^y- F (•9- 
7;P-F) fr&D#— * • xvrvrf tc^JSf ^3f^ 

h**— *JBK LrcSfr9-7E K B££/£L 
T±&xvr^7 i -('tcJiff U ±{4x>x-i'7M'«MSt 
tyEKB^L/£«y-h>?.iao-9-7;l'-h 20 
£M3^X±<Dy- K*— *»WbfcS«rt>-rE KB^ 

f-ffl'ST', i >f f #{4f dSf E K B £ 
tf&^S^Wg^filfT LT, U#— ^ • iyf-f 
■r-Y^e.;!/— h»cS«/^X±«DUiK— ? • xVx^tM' 

*-afffcJ: D^K^nfcMSf^E K BcDM15*-fg 
frfe^*- (KDC) ^©S^a^ff^-pCtfcJ; 

Gfzctitm&tTznxm i te*©i**«rn •» 30 

yy— f *•>?>') — 7Stcd/^x±cd;1/— Fv y— 
f\ *5<t t>*y -7»c=&«^-««js^ttfe^-y v 

tf*Mb*— 7ny* (EKB) S4SLTf/W^fc« 

Kmnmrnftmcis^T^ 40 

7'J-?;fltSx>f-ff-i , li:&>T 1 #x>-r*T- 

-r o-y- y -tc js-r 5 y - f $ t± y - 7 tc*f js l t 

(•9-7EKB) ^i^tSXf'^i:, 

(KDC) Icfc^Tv KMESBROX 

f ^ *^x>f t ^©Mt 50 
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{fc*-7a-y? C9-7EKB) 1»«fc**fjS#tf;te<5r-< 
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(EKB) %fe«f *ci:i&W«i:-r*»*3!li 2lcf3 

mmmi 5] mmmnmM^mc^r, set, 
SffMx >y- 4 T--Y ^©-9-77 y -rt© y - f sfe i± y 

^-ra^ (-9-7EKB) S4«U MfH4r— «tf-te 
(KDC) te»-r*^7EKBOSHSWBa*SWf 

■r^ti:*.^ ia£ox>x-f7 i -r©-y-Y/^t*yT--fit 
«©a39»aa**fT-r* c m. tt zmmm 1 2 ic 

SSff^x>xw x-f'^fflSy- Fk:ii*n-rs±ttx^'r-f 

mm^>7- ^ y -srsjrt 5 y- F-ea&* 
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x^-r-rasff-^-^E k B*a«Lfc*«y- s 

aco-9-7;l/— RcS5^x±cr>/- F*— %S«f LftS 

U «±{4x>-rwr-l'i;T\ x^-x^-rY^fiT-coM 
ff-9-7EKB^g*5j;t>*iM{I5!ia*liI^ffLT, Ud? 
-^f'WXA^;b- hlcm.2>^X±<DS— F+— Mff 
^t&V\ ^-MfffCJ: t)^2nf=IEfr^7*E KB© 
Mie^-^T-feV^- (KDC) 'NCO^IiJa^ff*? 

m^m \ 93 Tfitx^x^x'i'criujp-^jas^^f 

t5i>f-i'f^lt x>x-i"r-YF*gco]l^y— f (-9- 
TVl/— F) • ^yy-^T-^lcnmrT^^ 

y-FtcM2./^x±co/-Fic^$n^y-F*-^ 

M^LfeM^fU-^E KB^tTieiyf^f^k: 
S<IU ±.&x>tV r-^HWM^y E K B ^r^Lfc 
*^/-F^e>iHco^y;V-htcSS/^X±coy-F 
E K B^fiicLT^ 6.tc±fiEX 

x H-mffiT'COMif-y-y'E K B^i&fcitfjMfSSaiS&Ii 

^X±coy-F+-Mff^7*</\ ^-MUfftCfct)^ 
^nfcMfr^^E K BCDBljfg^-^f-tr>^- (K D 
C) s\<D&m%m%:n%:r><l£l£&*), lyf-fT^* 

-T^x>-r-i-T--f x^^-^F'gcOIB^y-F (u- 

r^-io fr?»>;#-7 • x>-r-exf^js-r^*4a 
y- Ftcss^x±co, wm&;- /- kkk 

S^nfcy- F^-^MffbfcMff-y-^E K B ^r^JcL 

•y-y e k B^a«L/-c^y- F^e, gaco^y;w- h 

icMS^XJico/- F^-^rMiKTLfcHff-9-rE KB5: 
^LT$6lc±ttx>x^x^lciMML. S±{4x> 
T^iM'ST*. XVr-f 7=-Y#teT-<75M£r9-:7"EKB£ 
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tc^-T5*«y-F^lt< /- F^-M«t^t*v\ 

*-mmic* o£.mztxtcm.%iV7E k bcdbuib*-^ 

*T-fe:y£- (KDC) ^<D&mmm*fi%: : y££lc& 

<&mt vzm&m 1 2 tia^coBg^^n -y ?*m^tc 

\y U — CO^V— FA^e U — 7 ScT'CO^XiCD;!/— K / — 
mMk*-7v «y i/ (EKB) ^fiKLTx/^Xlca 

^-rsisawaa^xxAic^tjswsaffc^-yp y * 

(E K B) £f$,Sm& 3 > e =l • v"XxA±T'Htf 
lis 

tulH^— 7U-<0- »**jau -tvWXcDx-^S 
20 tg^ji: LTco^Y/^if 'J ?v tetfcJ^TKaarftfctfy 
y'J — ^rWa-rsxv-x-rx-rtcfel/^T, g-xiz-r-i'T- 

sf(0V7y v —\cm? z s — F « u — y icm js l t 

^^-^T-fe^^- (KDC) tefevvc, MfBS^CDX 

*-7d>^ (t7"EKB) «aaib*6HO^^tfJ 
*-yD7^ (EKB) 

[0 0 0 1 ] 

40 tcfc»?> y -y-t— ^a*/h*<jf*7tr, i«.tf3>T 

/^Xcox-^jas^iiLTco^'i'/^eyx^^a^ 
^TE»Lft^7*7 y — £ LTcDX>-r Y X'TT-'ga-r 

LT^^/^t: y t-<{ icm-3< aE«fc<fc?>*ea 

50 [00 0 2] 
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H»y-*«. S«4V7 r--}oi7y-2 («T> Cti 
£>*=}>7->y (Content) tWX) «\ -TV* — *y 
Ff^7hV-^, fc^ftiD VD, CD^F«0S6inJ 
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[0003] try#y-A$i§s, p c^oig«*S8§(<: 

&3WiDVD, C D^tcT^-bX-rSfeftO-YV^^ 

®^m. yD^5ix, y-*©;><^USi«i:LTf£ffl£ 
tlSRAM, ROMf^ttS. 

[0004] ^gy-*. mm"T-9, ftZMtyuy 

Z>?-L*mm. PC*Olf««»*{*^60a— tfffl 20 
£3VHi&i^£ftfcA;rj#©*:frLfc:i-y©^ 
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[0005] y-Ayoy^z^ ^jgy-^ H®y- 

T. CftS^nvy^yOE^tclSSLTtt, — ^cofijffl 

[0 0 0 6] 3.— iftc^-rSfiJfflWl^*il-r-5 1 OCD 

^, tflRtf-f^-^-y F^£:frLTBi^{fc£ftfcgjS 
y— H^x-^, y-A7D »7Af(9M3 >-r 
>^?:ia^-rsi:i:fet. lE^— tfT-&3£:8«g2ft 

[0 0 0 7] mmtf—Zlt, Hff^O^Msc^K.fcS^ 40 

ft^atctoTfijfflBjti^^^y-^ (¥Sc) tM-rc 
[0008] are^ai t mmtmzmis ^ y- ? Hg^it 
t mmtm t y-* vmmtic m ^zmmtmznm 
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ICfc^y-^Z^-feX^r^-r^t^T-^?.. CO^iS 
©ftaWStfRSfc: D E S Or— *Bg^;HW» : Deta encry 
ption standard) 

[0009] ±j$<DB§mtmm. mmticm^ztizm 

[0010] mmk?zti*icmm?zm**<km. 

wsfflAfctt-i-sflreftfc**, *vm&mAim 
nistc'£fflm*m^Tm*§<t9nm*n%:5o ornate j; 

jfr3«A©#awr * c t^r-s « . &BH«HH3ftar 

^<D«^*t.«lCtiR S A (Rivest-Shanir-Adlema 

n) ems. ccD<t3*ai^{t^^Jffi-rsci: 

[0 0 1 1 ] 

*-*ie£*jl— if (co*a«-r*«ij«j!)^ <«ffl*n 

[0 0 12] jES^-lfT^^A^^OW^i, —IS 

^4^h=L— yy/wxmtc*5i/-«T, n>T->'y, &3 
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CO 0 1 3] *»WPtt, iaflDASfc?*— *©38fll 
-1fte»LT©». ffi^»c-7'-**2Sfir*Cfc*Brill 

*<DT-z$mmts t LT©w/<e u x-c tea-isi/^r 

figi: bTT-fySfcf y t- j \zm~3< WRMtsZXFBmitiS. 
**BL;fc«re*7 > D -y **JB«^;fe« *8yas/Xr\MS 

[0 0 14] 

»f/W?'J-7i:L T« b rt: y 'J -«D;V- h 

^e.u-7*-^«o^x±o^-h, /— Kx fe«fctfy— 

#K feJ:0 : Tffi^-te«J:S±ffi^-cDBg^{t«lS^:llfT 
bT^7^WXte^T<D&«%^&*r^{fc*-7 
ny? (EKB) *£jabTfVvrxtea«r*BB<MI 
7"n y ^fc^fcif fBMS*>XxAte:i3^T, tGIE*— 
7 U U r/WXCf- ^JQ-Stg^ji: b 

TcD^tvsk* y -r teg^TE#£n/c-y77 y-* 

JSUTKJ&SftS*— ^7W2!l{t;*-7u 
7? (t7EKB) ^MtSS^iVr^f-fi:, 

4»7^i»ft*-rn9? WEKB) Srffl^T,. £ 
a©-5r^try7 i -r*Jfox^^r-i'tefev>T<o*St 
^tiiKmMt^-fa-y* (EKB) 
^f-fe>5f- (KDC) fc. ^r^-rsci:^:#®i:-r^ 

[0 0 15] *^co1f$gS!lS>'XT-Ate*3V^ 
T> tijf2^-^7-tr>^- (KDC) «IS[CDX>x 

■<T-j&*?<Dm'&t, xv^^^-Y^o^f'/^kry 

tVWSS^ x>^-rx-i , #^0-y-/#aft+-ya-y 

ar-rmu, e^-i'/^tf yT--< ! gsx-^;Hcs 

-3l/>T, r/WXtett^&IBfs^-^cDMJMg&xv 
rVx-rSTji^bT, t£B^x;/7V7M'KT<D'7v i t--r 
X-P0**^Bili6ft*Saffc*-yD -y * (EKB) 

[0 0 l 6] £<~>te. ^IgBJiClffB&SS'X-rAte*^ 
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Ts h5IH+— ^y— te^-T5»r^ii*ax>T-^T--f'a, 
Mx>f-ff-f[«3W77 y -twos— KSfett y 

+-7D7 7 W7EKB) *£]«U fOTB^-Sfrfe 

(kdc) ic$i-rzv-7EKB(D&mym&m : T 

-fSifcfete, iaoxv-r-rr-r^-^^/^tf 'Jf-fi 
10 ST©©5^y-K^fficDX>7 : -^7 i -Y©Il^/-h* 

[ooi8] ££te, *5H§<Dlt«SQ.S->x-rAtefev 
•r-r te/rr 3 ^-77 y -*«a-r s 7- f$ fc« y -7 

[0019] £5te, ^B^oiffssaav-x^Ate^^ 

20 T, fjfeffiSctDXVx-yx-rcf, X^-x^x-YP^ST 

ay— 7*ffl^<5D7*/wxte»iS-rs y— 7t bfcST 
^©x^-r-f ^-rteM-rsx^-rxtD^a, sb©i 

T&x^t-^tM" 011,67- K (+>-7;l/-h) ft^lH 

©■r/wxic^js-rsy— 7tess/^x±<Dy- f> y 

— 7 tel^f ft fc 7 — F*— J: tf U — 7*— b 

[0 0 2 0] $e>lC, *5iB^(73lt^«lS~>XxAtefeV> 
T> fuia^t!t©x>T--<-r-i'0#«t±, iaoxv-r-i- 

■x-YcoTfite, se.tegasaxvrwr-i'^iiiin-rs 

[002 i] $?.te, *i§B^(oiffsJas~>XT-Ate43<,-' 
r> 3gf«x>-r w Fteii*n , rs±ffix>' 

y- KT-ssitiyf-f 7-<fims— Fteftjfc-rs* 

MiBW£x>T^x^<DHj£7— F (Vfflr- 
40 [0 0 2 2] £ 6>te, ^B^IffgMSi'XxAteiol^ 

tv t/'H'XOU ^jas^^rf &x>7^ t-i' 
tt, x>"rWf--YF f 3(DlI^7-K (t7^-h) fr&U 
7 • T f /WXte^jS-T5'J-7teSS/^X±cDy- 

y ^ TV "v-Y xj.^© y - 7 TV w x te *s v 

#RTftg'5:^{t*-i:bT«i^bfcM»T'y7E KB^i 
BKbT±ffix>-r^ x-r tejMffb, ±ffiiyf-ff-i'tt 
M8r9-7E K B%a«bfc*«|y— gBO-9-7;b 

- h teS«/^X±<D/ - K*— *JE3W IstcWMV?* K 
50 B£3£fiKbT£P.te±&x>'f -yx-fteittflU «±fir 




11 

*-Wc<fc E K B<Dtuf2*-fg 

frteV*- (KDC) ^(DgmmmZfift? £ £I,C£ 

[0 0 2 3] *^colf®MS->Xri.t^3l/^ 
T, Tfftxvx-rx^oytf— ^fflSfcSSfT-rsxv-r 

ffix>"r Y -r^teMgry-^E K B %a«Lfc5fc4f&/- F 

tciMfiU Si{4i>f-ff-i'$T% xy-r^-fiMt 
T'^Hfh^E K B****CFa6«fiHl*)R**fTL 
T\ y#— * • xv^Vr^frS;!/— McM£/<X±<D 
y-K^— SK«frftv\ ^-Mfftcj; 9£jasftfc5l 20 
3gf^^EKB©fjf2^-Slff-b>^- (KDC) 'NCDg 

[0 0 2 4] ££1^ ^fgB^CDlffg&Si'Xx.Mcfcl^ 
T, Tffix^x^-r^cDUjK-^ia^lltf-r-Sx^ 

*»6u*— ? • xv^wx't'icjhfjs-r^^y- Ktcs 

- K*-£M#rLfcM#i-9-:/E K B%MlT±fix> 
-r-rx^tilfiL, ±<ix >ir -r-Y liMI^:/ E K B 30 

±©/- F*-*M*Tbfc®BW-^E K B*£/£LT£ 
£tc±fiLX>x-f'7M'fcjM<!U fi±ftx>7"^-r^$ 

K*»< F3r-M*r*frft0\ 3BW»c 
<fc E K B©MI3*-$8frfe>*- 

(KDC) 'NOafiSMS'&fTftdCtt.fcD, XVT--C 

f^JiMfcoyff— *^**fT*-«^%£-r«ci:* 40 

[0 0 2 5] Z<blz, ^m<D^2<DMm\t, ttSKOf 
7S?0/U±0;l/-h, 7— Fx *5«fct>"'J— 

*-*»i6*t»fc*-y y u y -* 
kb) t&AbTf/wxicaw-rsiinHn^x^A 
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T, hubB^ 1 — ^y— CD— g&£:«E!cU f/W7flf-? 

y x-rco^-y y y -ts-r 3 /- f s fc « y — 

b TSBSS tlS tefi-^ < -9- 7^ $&<fc*-7n >y 

* (t7EKB) *Mt«^r-y7J:, flufsaStcDx 

(KDC) tcfel^T. tulBltStcDxvr-f r^T© 

^■^/^tfyx-rifffits^T, tm<D*'fW)7-'{ 

(■y^EKB) £fflmL#iI<7)^--l'/<tr yxw^ox 

(ekb) 3 zm-rzctz^m 

[0 0 2 6] 2 SIC, *%W60lt«i53a73SfCfel,->rx 
«JfB*-5fifr-b>*- (KDC) IcfettSIWMfc*-:/' 
n-y* (EKB) MXf'^li, tta^-r/^k'y-r 

■y/t Buf2x>-ri'X'<g«X'ry^c*it,^^$ 

— F*— , fciO*IS,x>f-<tY©t7E K B lcJSr5 
-^a-y^ (EKB) ^^t-^X-r-yr^^Crdt 

[0027] 3M8ra®l»*ffl«^fc:*i^Ts 
i8tE*-«fi-b>^- (KDC) tt, fflsoiyf^f 
-YS^OlSS'J^i:, xyf-i'f-i'^flW^fyf-r 
xvxwr-Y#«co-9-y#Jt&fb^-ya-y^ 

vt, x/wxtc^-r^E^^— ^©jaanj^xv-f- 
■z-(Dfrmm*jm*m%)tt.*-7n -? * (ekb) 

[0 0 2 8] ^?>1C, *«WOfllfR«Bl?Safc*l,^T, 

tufB*—yy -t*fr 5ff^iiinx>x^x-i' mm 
ix v-r -< x-r co-y-y y y — fto / — f %tci& y — 7 

7*o-^ W7EKB) *S«U «JE*-«fT-fe>* 

- (kdc) tc^-r^^-yEKBo^Ma^r^T-r-s 
^iifetc, ia^xvx-Y^'f'^y-r^eyf-i'itfso 

[0 0 2 9] 5?,lc, *5gwo««Jtaa*»»c*v^T, 

icmTzyyv y s /- KSfta y -7t» 

So 
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[0030] ??,ic, *&w<omwim%mc*3^T, 
[0 0 3 1] *e>ic, *»Wfl!)flHittaa*»t*t'«T. 

tvWXcdu ^?&S*fW7T3x>-r-f T-r«. x 

• xvwxtcttjs-rs y -yic^/^±<r>y — f»c|2 

* -r / W XfcW© V — / W X fcfcl ^Tcq<&**§ Rjfg 

7"E KB*ffi«L^5l5S8y-F*^eaO'9-r;l/-FtC 

^LT?e»tc±{Sx>-r^-T-^^JM<lb. lifixyf 
-r-r--Y$T% x>7V-7V*ttT'<DM§r9-7E KB« 

F fcM-5/^XJ:cD/- F*-M$TfcfT*V\ M 

(KDC) 'NOgfl&aSfcfTiS: 5 7=V<5 

x cd v ? aas***? -r s c i; ^it® t -r s 0 
Co o 3 2] *5i^ow«ia3ffi&ffiicfeir^r, 

-rii. x>-r-rx-Yrtoii^y-F (•y-y^-F) 

y tft— ? • x>-r-r-r-i'lc^jS-rS5j^8y— FkiSS/^ 
X±OZ- FteKbeSftfc./- F*-«JBW UfcSW^ 

rEKB**«L.T±ffix>-f--ff--ricaiflii / , ±{sx 
v7 u wT--Y«M0i'y-^E k B*a«L,/-c*4^y-F^e> 

Mff^yE K B**fi)cbT^e{c±{4x>-rw7 i ^tcig 
«U «±ffix>-7--i-f--Y$T% xyf^f^fffiT© 

jP— ? • x>T-^x-Y^5.;l/— h»cS5/^X±coy— F 
KK *fr *v\ *-W.mic <fc t> SjastifcMfftJ-T" 
E KBCDS5IB^-5lff-fcr>^- (KDC) ^<DmS9BM 

[0033] £?>k, *a^oi»«iaa*3Stefe«,''Tx 

Tfitx >-r -r CO 'J * Mi^^fftS x>tVt- 

x^-r^x-frtOH^y-F W-7V1/-F) 
'J • x^x-cx-i't^JS-rSsRSSy-FtcSS^ 

*-*JS*rb £5*9-7 E KBSSfSbTlffixvf-f 
f-^lcmmL, ±{4x>7-^"r-riiMff-9-yE KB*{| 

/- F*-*®WLfcje*r9-7 E K B^MLTS^tc 
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/- K*MK J- K*-Sfr*fT&tr\ 
£&1£nrzWgrV7 , EKB<Dlfi&*-&ft*>2- (K 
DC) ^coSiiJaS^rtT* 5 C <h £ <3 . xyf-ffi' 

[0 0 3 4] £?>tc, **WO»3CDflIffittx 

/ x* y -7 1 LTMfiK Ltcv y -co;i— hfr e y - 

10 7$T'CO/^X±co;l/— /— F\ fe«ttfy— 

*-*»j6f**Mfc*— ^ y u y -* 

A-i'Xlcfet^co^^Rltg^Mb^-yu-y^ (E 
KB) *§U&LTT/U7.\cm&TZ1tmSmS'XT-l* 
\aslfZ&%jfc*—-7nv? (EKB) ^,9SM%a> 

20 «j«U x/WXCDx-^SaSSg^^LTcor-Y/^lf y 

/- F*fctty-7»c3tjSbTis^?tis^— <o^ca 

^<?7*jJMfc*-:/ny* (WE KB) 

xt'y^ MiB*WRoxv-r-fx-r©-5r>r/^try7 ! --f 
««*«*-ra^— «tf-b>*- (kdc) icfei/^r. 

tulS^tSt cox^-r-r r-t'co-r-i'/^ti y -r-f IS Igtca-iJt,^ 

tx Wfflcoy-Y/^eyx'T^w-px^x^T-'i'co^-r 

5^y^{k^-ya-y^ (-y^EKB) *«mL«jl 
30 co-r-Y/^k* y x-i'^-oxv-rwri'lcfcv^TCD^^ 
*imt3:mMt*-7t3y>? (EKB) *Mt5Xr7 

So 

[0 0 3 5] 

[flFffl] ^JSificMftStJsv^Ttt. VU- (*) «jico 

So -r^t)^, ««ffl*n»*<!)«i (y-7) tcffig 

40 IH^LT. Wl^^xi^r-^^x— ^coBg^T-feSa 
Vt 1 ^^*— tb<ttaBBEftyffifc:fflV*BBE4 1 — x ^5 

[0036] *e»fc, *»w©«i«k:*»r^T«, *mmm 

LTcDxyr-ff^T*fit5Mi:LT^^^t:';T 



o » 
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[0037] a*?. ^m<om<D^m\c^fu^ 

CD^FD. MOtXZtDEam 

[0 0 3 8] CC0<fc-5*ya^A««j«mi, avfcT 
0«ffi**5rrS;fc«>e>X - yo^Ai: 10 

[0039] *«roo*6»cflsoB^ ftWL^mm*. 

[0 0 4 0] 20 

mud 2 o©*-r*«^*avxv^ii*pri6a««fc:» 

^f-^^St ^^lHiM7n^7A 
(DMfi^'iliZo o xz/r-i/ycDffimW l 0 fcr3>-r> 30 

ii siftBaiBitaif**^ l T*ff « n* . 

[0 0 4 1 ] ^^-rV^OEffffl'J l OCQ-r— ^IB{f#S: 

il3, DVD. C Df<0^fY7 1 4**^fet)x — 
7d n 3>x>ryS«ffiff2 OCD-r/WXt LTte. /<— V 
■^;l/n>tfaL-^ (PC) 2 1. #->7;l/7'/W7 

(PD) 2 2, glottis. PDA (Personal Digital A 
ssistants) *©JBflMaS2 3, DVD. 40 
9G>l2»if£«2 4. y-AS*fOl£ffflS2 5f 

[0 0 4 2] Vf/^fxmOQ 02&c. 0ncst3y 

■ 1 0 0«?d y *H*^-T. IB»?f£ttB 1 0 0 
Affi^J I / F (Interface) 120, MPEG (Moving 
Picture Experts Group) 3— TV*? 1 3 0. A/D, 50 
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D/A3>;^jf 1 4 1 fcfflfcfcAttirt I / F (Interfa 
ce) 1 4 0. mm$m^& 1 5 0. ROM (Read Only M 
emory) 1 6 0. C P U (Central Processing Unit) 1 7 
0, 1 8 0. GflHKftl 9 50F?^1 9 0* 

[0 0 4 3] Aft** I/F 1 2 Oli. W»*6«»«tl 

5f>fy5?;Hf«§SL. axi i oJitcffl^-T^i: 

IcttitJ-r Z>o MPEG 3— ry 5 1 3 0 li. 1 1 0 
5:MtMSn§MP E Gft^ffcSnfcx-**. M 
PEGf^FU AttS*I/F 1 4 0lcttJ*rr3££ 

t>ic. Affi^j I/F14 ofr5«ttsn*f-fy>;i/ffl 

§^MP EGx>3-HlT/U 1 1 0±tCffl^-r^ o 
Affift I /F 1 4 0&. A/D, D/A3>;^14 
l*rtILT^S 0 Affi*I/F 1 4 014. 

/D, D/A^y/^l 4 1 Tf A/D (Analog Digita 
im&?2>CtT\ f^^^^if^LT, MPEG3 
— x*y^ 1 3 0&cm^T3£££>fc:. MPEG3-T7 
>130fr6Of-f^»WI^ A/D, D/A^y 
A—* l 4 1 T*D/ A (Digital Analog)^*T§ C t 

[0 0 4 4]Bgfjai#ai5 0tt, M^f, lf7^ 
OLS I (Large Scale IntegratedCurcuit)T@#c£ 
ti, ;U1 1 O^bT^^n^n^-rV^^LTco 

ffi^r^^^j^^o a*. BS^«ia#a 1 so«if 

^ x 7 *tB#^fc*fc*l«fc: <fc o Tg|§tir £ c i fc njfiB 

[0 0 4 5] ROM 1 6 Ofci. !B«R£«Wc <fc ot« 
lSn8yn^7Af-**»»t5o CPU 170 
tt* ROM1 6 0. 1 8 0 tef3«* n^c^n^ 

A*HfT*rSCi:T, MPEG3-f7^130^B|f 

sas^gi 5 o«*w»-ra 0 1 8 o&. 

fcf. WSHt^ 1 ;^ C PU 1 7 Oft^frf s^ny 
CPU 1 7 OOfMlLb&ga-r— S&lC-r 

•y h*CfSrSo *— fev hfeov^TJiiSTRKt 

aiBSJBttl 9 5*«Krracfcfc,fc!K CMKft l 9 

5^67 ff -f^7l/-r-*S:»l*aiL (HSU) . 

1 0±lcmtlT2>tt*>lc^ ;U1 1 0^LT«^ 

[0 0 4 6] la^Jif*! 9 5ti. 0Rfcf. DVD. CD 
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^<9ftr^x^ mm.'f^^, isf-cx^, msn 
F^f^i 9 o\cttisxm®&imi3:mi£-e&zi:?Zo 

{§U fBSgjtttl 9 5H\ E^S^Bl OOlc^f 

[0 0 4 7] **3, 0 2 t^-rHg#Sfia#g l 5 0 tt. 

1 OC7>f77L S I i;LT#ij£LT&<fc<, Scftu 
y7h->i7, /N-F^xT^ffl&^b^fc^&tcio 
TfH5!t LT ,fc \,\ 

[0 0 4 8] [*-&mmi£t LX(DV U - (*) 4tifi 
tc-p^T] 0 1 fc^-Tn^-rV^K^W 1 0^5 
n>-r>^§ff{U2 0 cQ#tv Of X fc: Bg*§ r — £ £S2fI 

[0049] m3<Dmrm^-ti->/ < io~' 1 5*^> 

3»cST««i*yU- (*) #ljt<D#St(D-:7 : leaf)tf 
[0 0 5 0] SfA^X0~l 5tt, SligBS&avtttti 
(*) WitfcteW-Sx i»OU— hteS*S 

■eoy-FfcWDST&nfca (y-F*-) fc^tf^ 

tS. 03CDSTg^^-rK 0 0 0 0~K 1 1 1 1 & 
f'W70~l 5tC^-n^*nfiJ!3aT6nfcU-7+- 
T'&tK iigOKR 01/— F*— ) fr?>, «T©*->?> 

2#a©gi5 (y— F) lc£«£ft;fc*— : KR-Kl 1 

1 fcy-F*-£f 5. 

[0 0 5 1] 03 tcit^'J- fiSj£k:*J<^Tx {aj^tf^ 
;WX0ti';-7+-K0000i:, /— K0 
0 0. K0 0, KO, KR^RffW-r^, x/^XSteK 
0 1 OK KOI 0, KOI, KO. KR5:ltt5, 
f/WX 15tt, Kl 11 K K11K K1K K 

#0-1501 6ffl©#lEi8Snx yj— «|jifc4SiBS 

So 

[0 0 5 2] Sfc. H3WJ- fititlC-g-SnSS-^^ 

Sa6*V^tt7*/W^t»ffiii«Efc#lJ««nfcDVD N c 
D, MD, 77-r>a^ ; E'J^ffifflt5a«W^y 

[0 0 5 3] Ctl60««4f/VfX, 77'J^">3 
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A,f£g&5h tftWf/WXO, 1, 2, 3*m-<Dsd 
MLTtt ££4&Tx «ffl£0n>-rV'y^Bg^{tbT7" 

#7W*fc^-*SS«*fr*5«HH\ 03 
O^Sat?HA,^gP^, TO^^UXO, 1, 2, 3 

[0 0 5 4] #:fc. y— F*-* U— 7*— tt, $5 1 
ocoaWS-tr > * <fc o Tttig b Tfl L T <fc <,> U 
20 :/te»-r«««*7'— S-SBMI £:fT&5 7°DA 

[0 0 5 5] COyy-KHllCft^T, H3^6M&ft» 

0, 1, 2, 3 tiy— F^-i: LT«ji(D^-K 0 0, 

30 ?&z.tlc£.t), 9RaftI©nyf>y+-!&f/U 
X0, 1, 2, 3(DfrlcMm-?Z££tf»imt%:Z> 0 tc 
tx.lf. - K*-K 0 0 IM^yf 

t«:<WX0, 1, 2, 3«WSI03yf>7 

K c o nS^-K^-KO 0-ptfftLftffllE n c (K 
0 0, Kcon)$, h«7— ^*^>LTfeSO^ttfB 
^WcteSftLTx^-rxo, 1. 2, 3fcEflJTn 
tf, r'WXO, 1, 2, 2<D^t>\ ^n^ftxcD-r/W 
40 XfC*5t/^Tffi#-r5tt#y— F#— K0 0^rfflt,^TBi^ 
Enc (K0 0, Kcon) »'T3>Ty74-: 
Kcon«l5Ct«i5:5 0 fcfe, Enc (K 
a, K b) ttK b^:K a t.fc-pTBg^ftLfe'r— 

[0 0 5 6] fe^B#^ t »Cfel/>T. fA^X3 0) 

Wi^-t^m :K001 l,KO01,K0O,K0,KRtf 

jtbfc»*x ->xtA (f/^xo, i, 

so tc, ^wxs^v'x-rA^e.-ejogt-r^sA^^c 
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(DtciblClt. y— F*— : KOOl.KOO.KO.KR 
**n^*l»fcft«K (t) OOl.K (t) 00. K 

(t) 0,K (t) Rld^grU f/WXO, 1, 21C 
f^M*-^gx.^^S^5e cct% K (t) a 
a ate. iKaa a CDtSft (Generation) : t CDM^T* 

[0057] mm*-<D&i$mm~D^Tmi'tz>o 
ornate. «*ar, 04 (a) fciivr#»fc*-:/n y 

* (EKB : Enabling Key Block) tWitl*?*?* 
7ny> (EKB) tt. H3tSt*5ay'J-«i* 

fc*-*E*-r * fc«>*>w»fb*-u: * o -on^n 

So W*Mfc*-roy* (EKB) 14, *-ilr7uy 
^ (KRB :KeyRenewal Block) tBftfnSCfcfeft 

So 

[0 0 5 8] 04 (A) fcfs , r«Mb*-7Dyl' (E 
KB) Icte, F*— «^^f/WXW^ 20 

£*lS 0 0 4<7)flrjte, H3fcjR-ryy— «Bt*0'r/W 
XO, 1, 2tt^T, ttfttOBWy— F*— «E# 

So H3fr6W6^a*dfc:. f/WXO, f/WXl 
tt, M«y— F*— fcbTK (t) 00, K (t) 0. 
K (t) RW&BT*&*>, r/WX2tt, M*fy— F* 
-i:tTK (t) 001. K (t) 00, K (t) 0, 
K (t) RWST'feSo 

[0 0 5 9] 04 (A) <DE KB tC^2tl3 £5 ICE K 30 

— fcfc. Enc (K0010, K (t) 001) T&So 
Ctl^f/^X2(7)^ , ;-7^K 0 0 1 OlCcfcoT 
HWftStlfcJBRy— F*-K (t) OOIT^O, X 
/WX2^ S#0^O U - ^TC OH8*§{b 

*-*fl»U K (t) 00l4ff«Ct^«o * 
tc^ mmz&tl'mcK (t) 0 0 1*ffl^T, 0 4 

(A) (DTfrZ 2 commit*- E n c (K (t) 0 
0 1, K (t) 0 0) £r8C^RJt6£&D, 
-K (t) 0 0«#*Cfc««Tf*«. JKTW*x 04 40 

(A) ©±fr&2«BOB»fl:*— E n c (K (t) 0 
0, K (t) 0) *fl»U Mr/-F*-K (t) 
0. 0 4 (A) ©±3^6 iaao«^ft*-E nc (K 

(t) 0, K (t) R) SSfLK (t) R*#So - 
^f/WXK0 0O0. KOOOltt, /-K*-K 

ooo«®wra»*te**nrfe6-f^ m*t/-f* 

-fcLTi&BaoU:, K (t) 0 0. K (t) 0. K 
(t) RTfeSo f/WXKOOOO. KOOOlte. 
04 (A) 0±ft^6 3©B<DBg^{fc^-E n c (K 0 0 
0, K (t) 0 0) ^rS^LK (t) 0 0, *8tf§U 50 
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tTF. 04 (A) 0±^6 2@B©B|^fk*— E n c 

(K (t) 0 0, K (t) 0) *8«U JHffy-K* 
-K (t) 0. 04 (A) 0±*6iaiOBWft*- 
Enc (K (t) 0, K (t) R) ^§LK (t) R 
*f#So C<0«fc3^LT, f/WXO, 1, 2teM$fL 
/ciK (t) 001, K (t) 00, K (t) O.K 

(t) R«««cj:A^«s 0 ftft, 0 4 (a) <o<4> 

[0 0 6 0] 03 tc^-r^y y «-«iico±ffia<D/- F* 
-:k (t) o,K (t) RCBKflWPftO, y- 
F*— K 0 OOftOHflOS^B^SSi^lct^ 0 
4 (B) o«Mfct-rDy> (EKB) fcffi^SCi: 
t»x JBRy— F*— K (t) OO^f/^XO, 1, 2 

fcE^-rstfcat-cars. 

[0 0 6 1] 04 (B) IC^EKBte. M*tf#^<0 

T^t^-^O^WXO, 1, 2, 3*M&£ES 

(t) contfjgST^W. f/UX 
0, 1, 2, 3©»I^/-K^K0 0£rM#rbfcK 

(t) 0 O^ffli/^SffeaWa^MSfnv-r^y*- 5 - : 
K (t) con«tf{tLftr-?Enc (K (t) , 
K (t) con) ^0 4 (B) lCm?EKB££.*>\cm 

[0 0 6 2] t^^, f/UXO, 1, 2«EKB^ 
JOaLTSftK (t) 0 0*fl§^T±E«^:SC*a»-r 
tUf. t n^<O^Z/7-yy^r—K (t) con^flS 

[0 0 6 3] [E K B%ttffllft3yf >y*-OE 
*] 0 5lc, t ^T©3Vf>7^ K (t) con 

zmzwmmtLT, k co oo*i^Tirftft«i 

(Onyr^-K (t) c o nfcBS^fbbfc-r— *E 
nc (K (t) 00, K (t) con) £04 (B) \C 
fxTEKB fc*E»«f**ttLT£«LfcfV WX 0 CD 
tea**"*-. lT&*>^EKBlcJ;Sffi^fty y^-^x 
— ^^rr: >f >7^-K (t) coni:UJjT^o 
[0 0 6 4] 0 5^-f cfcdlc, f/WX0ti N !BSi& 
ttfci^SnT^SIftft : tB#j&0EKBfc£$fttf*6 
**Uft«|ftbT^*y— F*— KO 0 0£:fl3^T±3zBL 
fciRiaOE K BfflSfcJ:!). /-F^-K (t) 0 0 

*&a-rs. £*>tc. a»ufcswy-F*-K (t) 

OO^TlSinyfm-K (t) con*8H§ 

^-KOOOO TW^fbLTfttt-rSo 

[0 0 6 5] [EKB©7*-V^h] B6lc*f$»{b* 
-7d^ (EKB) <D7*— HBSrS-T, 5> 
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3>6 0lte N ^fl&fc*— 7n y * (EKB) <D/*-^ 

K B *«ffiij-r %mmt a kO»JSH«*«-r« 
tE^Jf^o 7*^Xtt. ^{fr*-7n^ (EKB) CO 

b**o^ w x tc*f r 2 y y - o«Ji»*^-r . 
^-^^-rv^e o 3t±> ffldft*-^*^ (e k 
b) v^t?* 

[0 0 6 6] £SP 6 0 6 ti, W Atf Mfff 3 / — F 10 

[0 0 6 7] ^^SP6 0 7& N ^gPtc*S«fl*tifc0g 

^«« 0 CO? yott4^-;l/4H 7 Sffl^TKSSt 
£ c 07T&, ££bTftlcB4 (A) TBJWbrt: 
«t«*-7D^ (EKB) *5ISf**-S«*«bT^ 
& Q coRfOt*— *tt. 07 OS (b) lc^-r<fc"5icft 

~h^~OMff^-K (t) R*^*tiTlf^OT», h 
V7y—YT FUXttKRfcftSo £C0£€. 
IgOf^Enc (K (t) 0, K (t) R) B 
7 O (a) IC^-TPga^U— te5W(OTfc:**o Cl 
T% #07*— Enc (K (t) 00, K (t) 

&o "T—ztf&zm^te, ?wo. ft^*&«itfs 

SSh5. >^tt tfc (L) £ (R) fcb 

T^^o M^Enc (K (t) 0, K 30 

(t) R) 0£iC»T-^tf$5©^ L?^=0. * 
U:te^--£tfft^<OT\ R?^=liMo WTx 
*te*^b<H^StU 127 (c) 

[0 0 6 8] f-^Enc (Kxxx, Kyy 

y) &yv~m&<DEc\c{iLWLT^%<Dfr*&Trctb 

— *E n c (Kxxx, Ky y y) . . . tt. #»6^Bg 

?^aotf-^ LT««ftsnfcBg^ft*— y 40 

— *te»jSS*fc/— F • ^>fyW*lK, Mx. 

0 : E n c (K (t) 0, K (t) r o o t) 

0 0 : E n c (K (t) 0 0, K (t) 0) 

0 0 0 : E n c (K ( (t) 0 0 0, K (T) 0 0) 
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[0 0 6 9] 06^ot, E K B7* — HCOV^ 
TSfetcRWrSo S£ (Signature) tt N 
7P7^ (EKB) JSrSSfTbfcM^tfWBa-feV*. =■ 

4W3Mfc*-?"oy* (EKB) »fr«*^8ff bfcWSft 
fe^oy? (EKB) nh*mW?Z>o 
[0 0 7 0] [E KBWL/:ayfm^J:U' 
n >T">^(7)iBff] ±££<D#[ITH£, rj>-r>^^— O^ 

T* ZsV$—T*Vfemt b n >f>7 £ > 3Vf>7+- 
W^-TBf^ftbftriv^vy^-fc^ EKBtc<fco 

[0 0 7 1] BSlCCKD-r— $r*M8*5*T 0 08 (a) 
^7j^lT#§$c^£5^T N Enc (Kcon, conten 
t) 8 0 Hi. rJVr-V^y (Content) ^uy^yy^r 

- (Kcon) TBi^fbbfc-r— ?Tfct), E n c (K 
EK, Kcon) 8 0 2&, ayf>7^ (K c o 
n) Sas/x^y*— Bf^*— (KEK : Key Encrypt i 
on Key) Tflg^ffcb/fcT*— tK Enc (EKB, 
KEK) 8 0 3&. 3yfy7+-0|f+-KEK^t 
»{fc*-:/n.y* (EKB) fccfc^TBg^ffcbfc-r--* 

[0 0 7 2] llT\ nVT^y*— Bg*§+— K E K 
fciu @3T^ty-K^- (K0 0 0, KOO-0 x & 
F^F— (KR) i#T^tt<t<, Sfcy 

— F*— (K0 0 0, K0 0-) . »5^tt;l/— h*— 
(KR) lcJ:oTflH9fl:«tifc*— TfcoTfe*^. 
[0 0 7 3] 08 (b) fciu »»03>f>y*^f>f 

7^fc:C»«tU fftftliPHUEnc (EKB, KE 
K) 8 0 SSfiJfflLn^i^OMSW^tx <KO£ 
5ft«j£lC*5^Tte. ^x-^tClsjbE n c (EKB, 
KEK) *f**D-r*C£:ft<, Enc (EKB, KE 

k) icy v^-r^y y^^tf-?*#f-?Mt 
*o-rs«i«fr*2ii:*^*«o 

[0 0 7 4] B9te3>-r>*y*— KE K«\ 
03 tc^lV- F*-K 0 O^MWrbfcMfr/- F*- 
K (t) OOtLTML/cl^M^to COi§ 

£\ i 3 ^iftt^ff ^v-ytcfe^tf / w x 3 

ffi|iLtf«0»au:*t)y5R^ (»») *tiT^« 
fcbT. m<D?)l'—'7<D* *Tftt?^. tVW* 

o, i, 2tc*fbT09^-r (a) mmts—^w 

>7 (EKB) i:. (b) u^rl/V^~ (Kcon) * 
3>-r>^— BS^*— (KEK = K (t) 00) TBS 
mtlstcr—Z £, (c) ^yy-yy (content) 
yf>7+- (Kcon) TW^ftbftT*— ?t*ia<i 
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[0 0 7 5] m9(D^m\Cit^ -r/WXOlC^t&S^ 
ft^— ZfrZ&McDUmTZV— 7*— K 0 0 0 

ek = k (t) oo) ttmm-rzo mc, k co oo 

tCct^^tc^Dn^xV^^-K c o n£:Btf#U 2 
^Icnyf >7^~ K c o nlC&V^lSTywm^Z: 

*-Bg^*- (K E K = K (t) 00) *l&m-?Z><lt 

[0 0 7 6] ^3^^*rflfi0^b-ycDx/WX4, 
5, CcD^CDx-^ (EKB) ^MLfcfc 

TnVT-V^^-Bi^- (KEK = K (t) 0 0) * 
3>-r>^*-Bi^- (K E K = K (t) 0 

[0 0 7 7] C<D&?\C, EKB«r5pJflabfe3>-r>y 

[0 0 7 8] WM*-^oy* (EKB) , 3 30 

(EKB) % 3>rV7*- Bg^ifc^ 

fc<fttt«nfc*«fb*-^o-y^ (ekb) tommies 

[0 0 7 9] 01 0tc|5®«Wc®^{fc3>-r>^i:i 
tldfiftft*— roy^ (EKB) 
^"To 01 Olc^t-Wc&^Tte, feS^Jcr3>-r> 
yc 1-C 4*flSIAS*u *6te4Mft»3>7 t >^te» 
JC«©*»fb*--7Dyir (EKB) t#«W»ftf 

(E K B M) «?ntt^ 0 «*tfEKB_ 

1 tin>x>^C 1 ^Bf^ffcLfcaVxV^*— K c o 50 
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nlSSrttSOIcffifflSti, #J;UfEKB_2U;n> 
f 2*Bf ftLft3>fyy*-K con 2 

»fl*-ypy* (e k b m) ffmmmmcfemzn 

TfetK 3>fy7C3, c AirtmfhikZ—yvv? 
(EKB_M) \cttfomf*>rtT^Z<DT\ #*Mfc*- 
?Uyt? (E K B M) (Dmmz&Q3>T>yc 3, 

C 4 (D3yfV7*-*5StSC itfT*4o EKB 
_K E K B_2 ^x-Y X^JC*S^tlT^*l^T% 

S§t5ftfe^S«:EkB__l, EKB_2S:«fft 

[0 0 8 0] 0 1 Uc N M©f/W^ito>f>7 
*-fiH«ir EKB bfc n >f>^- 

■To ±S (a) S£*««T»*t). T® (b) #*£Sf!B<0 
Whfc*—7*v9 (EKB) *fflELfcW-W&3o # 
fe, 01 Ue&^TKa (Kb) Kb£:KaTBl*§ 

[0 0 8 1] (a) ic^Tcfc-Mc. -r-^jMS 

E : Authentication and Key Exchange) £rHfTb N IS 
ffi^jajtLfcCfci^ftkbT-feyS/aV*— K s e s 

mv-r^y^r-K c o n^m^itLTmrnTzmm* 

[0 0 8 2] mrai 1 (a) ^POc^Tte. § 
ftLft-fe-yS/H V^— TBg^ftLfcnV-rV^*— K s 

es (Kcon) ^7'>3^-t^lTKc o n 
«»«Cfc«mri6T*0, 2£lc8tf# LTcKc o n£:P 

[0 0 8 3] 01 1 (a) tc*5V>T> n>f>7/nA 
-f^fri, 011 (a) cOfe^-r/WXl 1 0 nctD#-r 

n£mmtffitErzm&&s 011 (a) fc^-r^ic 

[0 0 8 4] — 011 (b) VTmcTfiT^ltoik* 
(EKB) ^JfflbfcWc&^Tte. n>x 
>yyD;W^6*»fc*-7D-;> (EKB) 
t»ft+-7ay* (EKB) OJfiSlt:<fcoT?#5ft5 

K c o nfcHg^fcbfcr— £ (0CDMTHJK root 
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(Kcon) ) *mm?Z>C£lC£r). ffiftLfcEKB 
[0 0 8 5] S£^>T, mz-im 1 1 (b) <Q&Qfc<Dfr 

mm^mftmmt^-yw? cekb) ^^lt, 

•f-^SM^-^P-y? (EKB) t, fCDEKBJUll 

#OftS'J-7*-, y-K^— ICfc-^Tti, EKB 

ftx/WXP^T©l§liE5aS. •te-yi*' a -te 
■y -> a J; 5 a >f >7^r- K c o nOHg^tM 

[0086] PC, fBiiB£§§tc fcfijffl HJttft a >-r > 
a*2&{b*— :7Dy* (EKB) ££/£LT, 

[0 0 8 7] [«*-yn 7 ^ (EKB) ^ffifflL 
fcMiE^-OiSfl (#jI8fcSj£) ] ±5E«D«S&{fc*-r 
P-y? (EKB) feffifflLfcT*— *&3V">«#-«Dffi(I 
(cfe^T, XHTlBg;*nS#S&{fr*— 7p >y * 

(EKB) i3J;0 : 3>"r>^feSVHia>x>^+— It 

K a k e *Jtsfi©#*MMr-7n y ^ (EKB) 

s*ntT-rs«fiKfcov>TSiwr5. -r^-SEKBtc 

<fc£Bf*f{fc* -yfe-^-r— **SiffiE*-i: LfcWP* 

[0 0 8 8] B12K, «jl«BB^3Sr5S*ffl«/^fflSB 
(ISO/IEC 9798-2) ^"To 01 2 {Cfe^Tti, 
«ffl«HS9^CfcUTD E S*m^T^5i)\ «fflf|B| 

Ts $f\ B#6 4 fc?-y hcoSLSR b%£j$U Rbfe 

.ttfta© i i d (b) ^Atinm-rs. en 

*S« bfc A tt, fete 6 4 fcf -y F OSJR R a 
U Ra, Rb, I D (b) ©Mc, DESOCBC? 
- KtiK a b tI^Tf-?*Wftl, BtejEaSf 
3„ ^Kabti, AfccfcD'Blc^a^^i^U 
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C BCt-K^ftlK a bfcJcSBf^ftffliSltix #J 
*tfDES*ffl^fcftk®C4J^Ttt, SJfflfitRai:^ 
Sffl&ttl&SftlU D E S flreflttUcfet^T. aKab* 

ItRb fcfcSMt&Wi&iiftJU D E S Bf^tgptfe^ 
Tx MKab*fli^TRWfl:U BS^X E 2 U 

Bt^E2tiD (b) tzm&mM&mai^ 

DESWfla»fc^T, iKa bSffl^TWfel/T 
£j# L Bg#£ E 3 t IC & o Tgff- £ (Token-AB) 
10 J&toK-TS. 

[0 0 8 9] CMgfLftBtt, gm^— ^tt 

BKab (HE*-) "P«<M:t5. gm^- 

Ittmi. S-f, Bg^;£E 1 =&M!iiE^-K a bT*^t 
U iSlSRam, 3Wc, Bg#35:E 2^:ISIiE^-K a 
bT*«^{bL, E 1 *»MmfflfaU Rb 

3:f#3„ ft&fc* Bg#£E 3*BtE*-K a bT'S^ffc 

u *o»iRi:E2*i*flsaa»aifiiu iD(b)%s 

3„ CHTfeinftRa, Rb, I D(b)cr>?-£, R 
20 b*5<fctf I D(b)tf, B^jMftLfcfccOfc-St-r^A^ 
liE-TSo CCD&ilfciio BttA^rIE^t.<Di: 

[0090] mcBit, mimicmm-r a 

- (K s e s) Gfcfigyj&fct, SL»*fli^ 

3) » ^L-T, Rb, Ra, KsesCDjlM^, DES© 
C B C^-KTigSE*-K a b #Jf t^TBg^ftU Ale 

[0 0 9 1] cn«rS^LfcAtt, Sfi-r— #*SIE3r 
-Ka bT'ffl^ftrS. Sflf*— *©«^ft*»H:. B 

5„ C3 LTfte-nfcR b, Ra, K s e s C0F*9, Rb 
feitfRatf, A^jMMLfefetDt— &?Zfrmt-t 
2>„ £<DmElcffi-otci§'£r, AttB^iE^^feOtLT 

-Ks e sti, ^aE^©S5fSKi<t«D^a&<0«ii@i:LT 

[0 0 9 2] ^:*5, SM-r-^O^IiEcD^lc, ^FiE, 

40 [0 0 9 3] ±T£<DWM.9tmia3^Tlt, A, Bl±#3§ 
£0lSliE*-K a b££prr&. C^IiK a b^r±3zE 
OtJaft:*-^'^ (EKB) £{£fl!LT-r/WX£ 

[0 0 9 41MM, 0 1 2 (D0!lT-ti, A, SfcliBO 

i/->fnfr*«flfi*3&^a^BrfiBa#»fb*-rD -y ^ (ek 

B) ££$LT£MLfc*2&{t*-7P-y? (EKB) 
JCfcoTSSE^-Ka b^Bg^ftLT, WjlcmmTZ 
MtlTfei^U $5^ttS3ftff;WXA, B 
t»LT^73 7b^J«nJ|g*#^{k^-yp -y ^7 (E K 
50 B) ?:MLTfAyXA, Bfc»UT*«Lfe«S6{t 



(15) 
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^-^o-y? (EKB) fc<fcoT&E*-K a b*Bg*f 

[0 0 9 5] 01 3*5<fctf01 4»C^<55-r/W^.»C« 
ffl£Dl2!iE*-K a k e >y ? (EKB) 

1, 2, 3lC^UTS^5Ite^mE+-K a k e£Efll 
t^R BHBr^XO, 1, 2, S^OtvWX 
3&U3K-? (SfRfO LT-r/WXO, 1, 2fc*fLT 

[0 0 9 6] M\3C0&mt, MS?/ — K4=~ K (t) 
OOlCfcoT, i2!I*-K a k e £Bg*§{[;L;fc-r-2 
(b) tttt, f/W^O, 1, 2, Sfefet^T-^n 

fe/-K+-K (t) o ottm^m%mMt*-7v 

•y? (EKB) ^^LTffid-TS, ^tl^ncQrVW 

x«, s i 3 co^M^^-r £ 5 »«:*■*% ekb 
(«*§) -rsctictt), Mif$nfcy-K+-K 

(t) oowu H5tf#Lfc/--F*-K 
( t ) 0 0*ffl^TBg^k^n/c^lijE+- : E n c (K 
(t) 0 0, Kake) *t§LTii+-Kake5; 

[0 0 9 7] f<Dffl©fA-l'X4, 5, 6, 7 -lilH— 
O^Mk+-7a-y^ (EKB) SrgflLTfe i#<D« 
^-rsy-F^-, V-7*-T'lt, EKB^SLT 

M»f?nfcy-F+-K (t) o o^inci:*'!' 

[0 0 9 8] 01 4<D0!J«, 0 3«£Jfl*reBA, 

fc^-ytcfc^r^wx 3 1>\ mz.im<Dmmc£ 

TS:*^, f/WXO, 1, 2, IcfcfLTCQ* 
^Bltg^:#^{k*-yn -y ? (EKB) ^KLTS 
(f Lfc«BjT-;fe&. 01 4\C7fc? (a) W^ft^-^ny 
? (EKB) t (b) tgliE^— (Kake) F 
(K (t) 0 0) TfaHKbLfcT*— *SE«TS. 

[0099] 01 4cD^ffl({ca, mm^m^^r$> 
•a. fwo, i, 2«, si\ &ffiLtz&mt*- 

yxn y?fr<b &$>[<Dmi?2> y-7*-S:fttt/- F* 
-^^fc^MSl-.fcD, Mify-F*- (K (t) 
0 0) Sri&ff-rSo K (t) 0 0lc&2>im\c& 

t>fg!I*-K a k e $rl$tf#-f 3„ 
[0 10 0] &3\CmTi&<D7)l'— :/c73-7vWX4, 
5, 6-tt, CCDISHtO-r-^ (EKB) SrSflLfci; 

Tg&fy-F*- (K (t) 0 0) *ffi»r*Cfc««T 
£ * l/\ fflflltc U * 2 tlft 7*/ U X 3 tcfc v *T , 

F*- (K (t) 0 0) *m.mT2>CttfZ*Z?, jES 
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[0 10 1] COi?^ e KB*mmLrcmM.*—<D 

[0102] \.'mmmtmmt*-7wi7 (ek 

mtm®ik*-7tiy? (EKB) ^fIL/S:3yf> 

TaST'feS 1 6 0 tT-y h50fllHtt3raMi*fflv'fc*B£ 
10 fgSE7?)£:£\ 01 5^ffll,>TgfiB^-r5„ 01 51C*5^ 



-YX*fc 1 6 0 tf-y hT'&<Tt>.fc^. 0 1 Sfclfev^T, 
ScTBtf, 6 4ti7h«atRb^MU AtCjMff-r 
3» CfVfcgffiLfcAW:, SffclC6 4 t£-y FOSl&R a 

^-Xtf-OhGSrA kjgLfejSA v = A k XG^rsR 
«K Ra, Rbs Av (X&fll2:YgaD iClitZM^m 

£a. s i g^siu A<D^mmmmmtti>icB\c 

20 jSM-rSo C<IT\ R a*5J;t>*R bli^n^'ne 4 tf -y 

k a voyxmrntYmmttzn^tii e otr-y hT-& 

&OT% MM 4 8 fc:* -y hfcW-rS*^****^- 

[0 10 3] A<Q<£f%m3LWW. Ra, Rb, Av, f 
?12A. S i gSrgflLfcBfci, AtfjtHf LT^fcR 
btf, B^3fefiRLfcfccDi:— a-rS^^SiE-rs. ^OiSS 
*, — »LTv>fc»fcfc:tt, ACD^raaHWSF*J<0« ; ? 

To fLt, SSltJmLfcAO^Baa^fflV^^S^A. 
30 S i gZmttZo 

[0 1 0 4]^t, B«, fftStpcfcti/J^^SltStB k% 

v = B kxGSr^AtK Rb, Ra, Bv (X|g^i:Y^ 

go icij?z,m?m%,B. s i g*&«u Bv&mm 

[0 10 5] Bco&fflmmjlW, Rb, Ra, Av, « 
ff«B. S i g^r§{lLfcA«, B^jMdLT^fcR 
a*^, A^^8Lfct>©i:-a-rS*^IIEt-S„ 

40 mzzmmmwAmm-vmLL. B<D^m^om 

To ■?■ LT, 3H3fflLfcBO^Ma*fflf a^^SB. 
s i guilts. « : f»«<D«ffife:«ajbfc«x Alt 
BZjEMiZ&OtLTmM-rZo 
[0 10 6] ffimhWmiClitthLtcWi&lClt. BIZBk 
XAv (BkttaSW&tA. A vt±«Rffl^±(7)^T'^5 

L, AliAkxBv5:|tIU cn^^OXffiScDTtt 
6 4 fci-y h^-fe-yv-a >+-i: LT^Ojlff fc^ffl-T 
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<fc^U Ttt6 4fcT-y hTfc<Tfc<fcVo &*5. f§5ff! 

[0 10 7] ®^S«CD^SE^«'f"-^^|jEcoK 
[o l 0 8] 01 G\c'£MmMW.k.Mmt*-7uy i> 

c e k b ) vtc a >y *—<Dmmmmm*7jk 

-r„ if 3>fV^7'D;W?i: P C F^fe^Ti 1 5 

Zm^it*mftLrc=i>7->y*-E (Kcon) 
HMt*--7n'y? (EKB) t Zt P C HScDlSSE&Stc 
^T^J&bfc-tr-yv'a K s e sTBg^fbLTP 

[0 10 9] PCte-fc-yi/a ^--pBg^ft^tl^: [M 
if 7 - F^-fc J: ^ Bg^t^rUtT bfe n >r- E 
(Kcon) t, m%{t*-7w>? (EKB)] £r-fe 

visa >*-T-m^Ltcm, ftsngm, tmrnmrnm 
[oiio] ntkmrns mmmmt. smoumtz; 

^SHg^b^ffbfca^T-^y^-E (Kcon) 
t. m$}it*--7v -y ? (EKB) ] ^SftSctli: 
i-3T3>f>^-K c o n£:Stff-f&„ 
[0 111] c<Dffif$.lc£tilf, ziyy-yy-fa/W^ 
tP cmv<DWM%:0kft£LT im.ffiS- F*-lc&Z> 
Bg^ft:^^TL/'cnv^>'>y^-E (Kcon) t f 

mt*--7w? (ekb) ] t>mmi<ti&<DT\ m*. 

[0 1 12] [yn^7Aa-KO«*-yn-^ 
(EKB) Sr&fflbftffill] ±5$L*:0imi, n>"r> 

y*-^ ms.*-m%mm\:*-7u y * (ekb) ^ 

a^vA3-F^r*^{k+-ya-y^ (EKB) £rfl§^ 

[0 113] 01 Tlcyn^An-F^^fb^-^" 
n-y? (EKB) <D0iRfcfMff./-F*-&c«i:-oTBg*§ 
{bLT^/WX^T^-rSW^-To -r/WX 1 7 0 
ltt, f/WXl 7 0 2CD#-f3/-F*— , U— 7* 
-fcJ:oT«9iom&#»{fc*-7n-y* (EKB) 

t. m$hit*-7i=i - y $ (ekb) t$$n*a«f/- 

F+--eBS^jaSbfcya^A3-F^7*A-YX 1 7 
0 2 KiMff T£o f/HXl 7 0 2ttSIUEKB?: 
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[0 1 1 4] 01 7 Icj^-f £<=>U:, f/WXl 

7 0 2tcfet,>TKt#Lft7 r D^A3— KfcJ:-55fta* 
HffLT, ?©8*%f/WX 17 0 1 ICjILT, 
^170 1 *^©iem»cStJl/>T, *?>lC«lS*lS?fT 

[0 115] C©«fc-5lcW^fb^-^a-y^ (EKB) 
10 t, *16j{£*—7wy 9 (EKB) fcS-StiSKWy— 

[0 116] [Sff3>f>ylc»t5fi-s'i'il (I 
C V: Integrity Check Value) fcttfSS-frSfllj&l # 

>f?yt-ffi^f (ICV) 
[0 117] ^>7->V<D^lS7- J ?V7-'f - ^x-y?M 

(i cv) mz-tf^^T^yictt-rz/wi/DLM®. 

Zm^TKM-StU ICV= hash (Kiev, C 
1 , C 2, •••) ICfcoTftS^tlSo Ki cvttlCV 

ci, c 2a3vfyy<oi«-e* 

0, ^>7->V<DWMffin<D* ylz—i/W.tSm^ (MA 
C : Message authentication Code) &t{s&ffi<£tl& 0 
[0 118] DESBg^fflSWteg^ffl^fcMACfilffijfK 
«I1 8tc^T, 01 8 cDgf/jRlC^T <fc 3 tSttS 

30 3 y -y -t- jutttcanu cwt* &mz 

S1\ (Initial Value (J^T, I Vif5) ) 

fcMi*SMfi«tt3Sftrt-4 (^coigm^I l £T3) „ 

#ic, i i^de sBg^ftwcAns m ckt* k i t 
■rs) ifefflt^Tfli^fbf s (tii^^E i fc-r*) . mf 

T. E l*«fctfM2%»fl!lflM»SBlU ^<omtl\ 2% 
D E S Bg^fbSP'NAn, IK 1 Srfl3^T8f*f{fcf S (Hi 
AE2) „ 1-XT. Ctl*SB»JjIU ^TOy-y-tr-^c 

»LTfl»fltfas*Sirr. a^icmT^fcEN^y-y-b 

40 — ^fSIEt^F^ (MAC (Message Authentication Cod 

e) ) 

[0 119] CcOJc^^nJVx^^tOMA C#i: I C V 
-f>T^')f-f -?3L-y?m (I CV) iWEj8?nS. 

SEj^bfci evt, mrdc=»T>yicm-3^T3zi£v 
tci cv t*imLrm~<Di evtffenna^vf 

vyic&SO&^cfctf&ESft, I CVAW^tiH 
50 [0 12 0] [^x-y^fSi (I C V) <D£/£^-K i c 
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>TWr4 • *-xy*« (I C V) £j«r-T** 
K i c v*±ao*ttft*—^o^^teJ;oTSf^-rS 

*ffl(ICV) M^-i:LfciTS^ e 
[0121] 019 *5<fctf 0 2 0 Icm&CDTS^XtCpk 

m%j£*-K i c v^rW?Mt^-ya^^ (EKB) \c 10 

1, 2, 3tcWbT«^^^x^^M^^-K i 
cv£:i2{rr3$k §2 0tir/WX0, 1, 2, 3* 
(7)f/^X3^';^-^ 0#K0 LTf/UXO, 1, 

[0122101 9<DmT*te, m.ffiS— K^-K (t) 
0 0tC<fc-pT, fi^lt^-Ki cv^Bg^ffcL 
Tzf—Z (b) fcfcfclc, f/KXO, 1, 2, 3lC$5 

M^n^y~F^-K (t) oo^m^mr^mt 

(D-r/WX«, 0 1 QCOfifflUtc^-r^^tc^-r, EKB 

*«bi («#) Tactic*!), jBW^nfcy— f^— 

K (t) 0 0*Btf»U BtfJLfcy— F*-K 

(t) 0 OSffl^TBB^ft^nfe^xy^tt^K*- : 
Enc (K (t) 00, Kiev) ^LTfx7^ 
ffi^^-K i c v *WZC£tf vjmtKZo 
[0 12 3] Wffi(Df/WX4, 5, 6, 7-ttH|— 

<Dtimk*—7ny* (ekb) z&mLT&smvu 30 

EKB*i&SLT 

MWSnfc-/— F*-K (t) oo^iftsct^ 
*air>©^ ^&cIES&^^X&cttLTO^x>y 

[0 12 4] — Jj s 02 OOflflti. 03<O^»ftTm 
/£^-yjcfe^Tf;WX 3 tfs mtf»DWafc«fc 

tftt)?, f/WXO, 1, 2, lC*fLT<£>2* 
«^RTIBa#a6fl:*-^Dy^ (EKB) 5:MITE 
ftL^jT^So 02OlC^T (a) ^M^-^ny 40 
* (EKB) t, (b) fi^it«*- (K i c 
v) £/-F^- (K (t) 0 0) TBg^ftbfcr-^ 

[0 1 2 5] 02 O^HBlLtt, tK^J««:^LT* 

f/wxo, 1, ««abfc*s*fb*- 
7n y & a*to«wrs y —7*— f* 

-*ffllr^«^«ia»cj:0. JBR-/-F+- (K (t) 

00) £Etf#-r&o #tc N k (t) ooicisa^fc* 

Ofiy^lilSt-K i c v*Kfft5. 
[0 12 6] H 3 t«t«0y;W7Of / 4 , 50 
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5, 6 -14, (EKB) ^gftbfci: 

TMffy-F^— (K (t) 00) *Tm*&ct»v 
lassie v t:-^^nfcf/ux3 ic&^t 

/-f*-th±. MSfy- 
f*— (k (t) 00) cuv-rsc ^^-r^r. ies 

[0 12 7] <I<0£5^ EKB^Jfflbfc^x^y^ffl 

[0 12 8] C^9!S:3Vf>W>f^f-f • 
^x^*ffi(ICV) *ffl^£Ci:k:<fctK EKB £B§ 

>^ O^IE 3 fcT— SSfflftT * C i: # * * o 
#|*J£02 1 iCTjkT&yfc^ 3>f>7C 1 £n>-r>' 

ft^-yo^y^ (EKB) ttUcfe^Lfc^rVTM 

fet). cn% E K B tHWiaWXTMlT* 

[0 1 2 9] 02 1 CO (b) J: -5^^y^V7tC 

IE S lc fefcte tifca>y">y IcftrntttfTo-r >x ^ U x 
-< . *- x ^*tt (ICV (CI, C 2) ) *r«*frr*« 
/Sif^o (lev (ci, C2) ) ^ nyf 

>7C 1 ^n>T->^C 2 lc/^y i/:x EB^ Tit® 

I C V = h a s h (Kiev, CI, C 2) ^Lt^ 
3 Q 02 ICO (b) (D«j£lCj3^T. ^TV/MlefctlE 
^icnv-r^^ i £n Vx>*y 2 #*§JM£fu uyry 
7C l £ a y^-yy C 2 &cgoi,>T£/££ frfd y^r? 
'iN • ^x^y^ffl (I C V (C 1, C2) ) tfteffiZ 
ti%o &fc, *<t^7 2lcl±iEmcay7-yy l tf*§*fl 

f^'fx^Kicv (co) aMftWSfftSo c 

<0«J&tc;fc^T> ^f^7 1 tW^n/c {EKB, r3 
yf>7 2) 5^7 2 fc3t£--L;te 

CV (CI, C 2) tf^3n£<l£k:&t>> ^x-fT 
IcfcttSftT^SK i c v (CI) i:Sat)^ n^-r^ 

I CVfxy^^fiLT> CVtfami CV(D 

[0 13 0] £7c, ^8^, S^tt^iBftSfeft. 
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LTfecfcl\ t*;t>% I C V = h a s h (Kiev, c 
ounter+1, CI, C 2, •••) tcJ;oTffg-f £ 
m&tTZo Jl^y* (counter+1) 

tt, i c wwz&Z-Ztic i^y*y^yh?ns 
[0131] s^ic n >-r >7<o-r 7w • 

x*y*fif (I CV) ^n^-r^fcra-^x-fTJcft* 

fyVfY • ^x>y^{i (I C V) £3>"r vyfcttJW 

[0 13 2] K^ji^Wffl^x-rT^a^CQM 
0#<0 a tr-Kitmo ^^nTl/^l/^-r^TtcaVT- 

fi^K (i c v) *«ifi-r*i: i c voi*»*tf 

S/>±<DS^^-r^7tc I C VSrt&^LT. n>"T-> 
7(03 n > h n— ;l/ (#J*fc£check-in/check-ouU 
move) tCl C VJ&ffira-rSWj^t-rSCfcJCcfcOx I C 

[0133] ccom^m^mz zic^to 02 2vt,±m 

6tiTi/^^f^7 2 2 0 1 JC3>-r>y^*SlfiS 
cn^(?)3>r>7t^^>Ty , JT'f -^x 

^I(ICV) «\ a.— ^gsjc7*-fex-rsct 
offfRrsnav^x hve/v±^4^f>f72 2 0 

2fc:«ffiU a.— ^c^JS^jEft^Vr-yUx-f * 
>y^M (I CV) «»*»iL*|»±bfc«ye*«o £<o 

f;WXA^f^72 2 0 1 ©SPURTS BRfc:*x 
hYS/>T^PC, t-A|cfe^T I CVCQ^xy^ 

n tf — a ><r y x y $> Z> l Hi c£ h ^ > r > y co n ± 
[0 13 4] M^yHra©*^:Jy-#» 

b*-, y-F^r- y— m3<Dm 
*siibTt^*Bjiyy-«BB«#f f ywxcD*7 s '=fy 

[0 13 5102 3»C«JByy-«lifi©*7 l =rU— <D» 
SO~i?:^t. H2 3fcis^T, PSg^U-«^CDS 
±©lcti, h 4 1 — K r o o t 2 3 0 1 tfgStSfk 
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WT«D*ra»fcl4/-F*-2 3 0 2jWBJ&£*u ST 
U— 7+— 2 3 0 3iWteSh«. If/WX 
t±<H«OU-7^— fc, 'J— 7*— 

[0136] ccr\ -mtLrm±mi)^mums<o 

&Z>S-Y : %:Jj7-=iV y-F2 3 0 4 i:LTi§^T3„ 

-rxHsey-Ki:-r«. mim©© i o©y- FfcKj&i: 
io rrytc^snsx/Wxicw-r-5/-K*5j;r>*y-7t: 

[0 13 7] #|*Jf02 3©SMlg©10©y-F2 

3 0 5tctt*x=ry [y^uxx-y-Y* (ffiao ] tm 

JtStu CKDy-FJWTtcii&sy-Fx y— 71*^* 
U X x -y -Y * fcffiJB L ft fit « * V s / W X ts iJ x rT y 

*ffl«y-K*fc«y-7i:bT»s*n*. f&fc 
yfcjg«*ti*xV<-i'x©i»jiy-F. **tf';-7o 

20 [0 13 8] Ma^SftS^Tttoa*^^* 
T-rf'J 7— F2 3 0 6 tLTSSttSCimS. £RI 
fcf E £ fx-T J; -5 * x d' 'J WtUXf-f-^] y— 
F2 3 0 5<D2©Tcoy-Flt, «UXf-f^?:f 

FhLT, [SSfeWffl§§] oy-F*«3tf*. ?6 

-yy^xdry y- ft** Wife*ffl»©y- F 2 3 
0 6j.xt^s »sfeWffl»o*x=fyfc:«*n*«ssii^ 

«<Hf**«B©y — F 2 3 0 7 tfiWt&Stu 2 <blc%:<D 
30 [PHS] /-F23 08fc mmWM] y-F2 3 0 
[0 13 9] 2<blc^ Axdf'J. vy^f-dVl^ 7*rt 

x=ry y- K»y-A«SBB^-*-<JD«55-r*y-A« 

40 ©gs^-r-sy-A^igx y zic^-on^y- fjwtot 
aoy-F*-. y— 7*— **&ttbT»5g"raci:)b< 
Bj*ifc*y, Bt^<k3>x>yoiam, 
n&m*-<Dmm, mmmm*, jc-oiiwsy— k*— w 
T©y-F^-> y-7*-te*oT«j«5*isttttft: 

^-7a-y^ (EKB) ^^fiJcLTgBffb, S^y-F 

[0 1 4 0] C©<fc3fc, l-oos—vzm&tisL 
t, WTcoy-F^ws^y- Fic^es ti7c*x^ 
50 y, fest/H±-y7*xdry<DBi^y-Fi:LTS«-r5 
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7D7^ (EKB) £B5gfc£;£LT, HuSZ-KJ-XT 

Co 1 4 n [m&EKB\c&z*-mmmffl mem 

7-K*-£ffl^T«^£g#W%{k*-yn-y? (E 
KB) 5rMLta«t5. 0!l;Uf02 4 (a) 

g, j lc*tLT*-% ^Jf^V'rV^-fcjMfrrs 
ifl^s a. g. j CD^y-Ffcfe^TS^Rl^^ft; 
+-7a.y^ (EKB) ££/£LTSBfrr3o 
[0 1 4 2] 0t|*JfH»r/I'— h*-K ( t ) r o o t T* 
■aSy-l/V*— K (t) c o n%Bf^{k$!UIU EKB 

a, g, j li, *-n : e r fttf02 4 (b) ^-T'J-^fe 

( t ) root *®tf#U J8tf#LfcM$T;l'- h*-K 
(t) rootfciotnyfy^-K (t) con 

[0 14 3] CO*^C*l«2n5W%{t^-^D-y^ 
(EKB) O^te, 0 2 5tC^-r<t5fc*5c 02 5 
fc^-rW^ft^-^n -y 5 (EKB) ft©i6T-l 

m\^rzMWc*—-ru-y>7 (ekb) 

— ) ^tt/s-rs^i: ftic0 7$:ffl^ 

TmWLfi&vlCte (L) , (R) , ^n^tKDTJfa 
tCy*— £#&nfcf 0, fltttUf 1 */fLT^I>. 
[0 14 4] ftM:*-7"n-y^ (EKB) £§SILtf: 
•r/WX«, GMt*-7u-y? (EKB) ©Bi^k* 
- ^ 2 ^tcg-^T. J®#Bf ^{k*-©«*§*aS£:*fT 

■TJ:5lc. *»{k*-7*n-y? (EKB) tt, hfr 

»±iiinLTv<. ©St (f^x) -x/wx (y- 

5f/W7fi#l>|^li, EKBcOx-^«*^e.fc 
[0 14 5] CCD«fc^«:#^ft:^-yD-y^ (EKB) 
0 2 6 tt N W<M:*-7n-y? (EKB) £*-ffi{fr 

So 

[0 14 6] 02 5£im 'J-7§Mt5f/^X 
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a, g> j »c^lt^-, m^^yy-^^-^mm 

TZWi^ZmfeTZo 02 6 O (a) tc^f J: o Ic. * 

§. cKD#&, 02 4 (b) tc^-r«^tc»-t5v^TSf^ 
47y-«tUt@2 6 (b) C7)^'J-*^M^$ 
tl5. KrootMKjfTttf<M/b , ft<lo© 
tfXDfrtfmE-rtllf * < , Kroo t^C-Kafei^K 
glcSSfcfeKli, K0K#|!St&*$i£-r&<0*T\ 2 
#H£#t$<D0 2 6 (a) <0-yJ-i)«tl« o 
10 [0 14 7] B26 (a) tfti^t, y-Ftl/T 

—WM<Dtctf>oyfe%i\L :3 t—~7& y 9 (EKB) «\ C*l 

exDffiBS^u-fca-^v^T^-rso 026 (a) tc^ 
-r^y-a, w$M:*-:/ci -y ? (ekb) *m*§*jm 
%3yQ/-Fmrcit v -yzmymt Ltc 2 ftmnv u 

mm<vtc#><Dmwc*—7'w >? (ekb) a. ton 

20 ^mSt3t,^T^fiSc5n5o 

[0 14 8] &CD02 5X'm^Vtz^it^—yrD -y ^ 
(EKB) tt, #'J-7a, g, J^&Kroottl 
5 * t?©-r^TC0^-^Bi^{k L fc x- * L T (, > 

spsfkE kb£, mmtLtcyv-*mtfi?z>s> 

-KtCOI/>T<D*OBg^{kx-^^1S^-rSo 02 6 

(b) \CTK-rzoic57ii3Z-y hmfcttmTZx, mi 

£ (L) « « (R) , ^n^ti^ftfc-r-^tfifc 

n«*o. »tntf i^-To M3#icoif v ha. ek 
30 b mzmmt*— ttfem-gnT^z A^^^-r^*© 

[0149] x-^ffiffsg, zz^immmmcfewz 
nr-r/wx cj-7) tcti^^n-s^fk^-ya-y 

^ (EKB) 02 6 (b) (C^-Tcfc5lc s 02 51c 

©t%5„ 0 2 6 IcjjVf^fk^-T/n -y ^ (EKB) 
^SffibfcS-fV WXIi, ^ ^<D^ 3 fc: -y h l 

40 &<Dmmt*-<Dms§*nmtzcttfiT-%2>, mx.ts 

•r/^Xali, Hg^{kx-^Enc (Ka, K (t) 
0) ^'J-7*-KaT'«fLT, y- h**-K (t) 
0^I2t#LT. y-F+-K (t) OtC.toTBg^kv' 
-^Enc (K (t) 0, K (t) root) *Wm, 
T K ( t ) root f/WX j Bi^{k 

x-^Enc (K j, K (t) root) £t'J— 
KjftfLT. K (t) root 
[0 15 0] CCD^IC, iB<15t<D^WXlC«toTO 
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<Dfr*m^?m}<£*-7avi? (ekb) *^-r* 

KB) ££ritrae:i:a<Rjtgi:fc?). *£&ft;*-7p y 
7 (EKB) ©7*— *E«W»*tttelSRHrii6i:**. 

co 1 5 1] a*, mmti^rmm^v-mmt. rm. 

vyZT'ObZ* lyf^f^li, xVVf'T.cOiffl^tciSC 
-*-n nyfyy^D/W^ j*SI8HlMF©ga#ffi 

saw— exJMM* «4rft»«o**i:bT«be«n 

HI*OlBieft:bfc*yy-*ll«WSLTE K B***-r* 
S^nfcxvr^x^lcM^xVWT. 
fcfcl>T«9^ft«ISfl:«ft;feW*Ml7*-7'a -y 7 
(EKB) <D£j£, Eflt^lEta*. xyf-frl'* 

[0 15 2] &*5, C©<fc?&#$5!l{t*-7n-;/:7 (E 
KB) ft-rVX7s DVD«OlffffifBA«f4:lc4ftM 

— 7*-^oPfi»y v -mmictsifzimffi&iT*— z t v 

X<D?-y&£&$&m%>it*-7oy'i> (EKB) lcZ 

<d * -tr- 7 t l rcmmmmwtt&f' s 
-yp-^ (ekb) fc^snstt^flrfr— 7 s — 

7-r V7<D®^lc&g&*— ?tmM LT n >-r v 7<Df"J 

ay? (EKB) h<ff©*v h 7— 7* 

fl- L TEA f t L X & <}; \,\ 
[0 15 3] [iyf-ff^#tiOEKBfli«l # 

*-Eflwi«i: LToy u -«na**ua-9-« /- F 
»a^au— 7*, 4t8t£>7— Ffcsi/ •>«»;— 7©ifi-& 

fe£W±ffiUW— trx#flrtf, tit* suae** 
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[0154] xyf-ef-rt^T, m2 7^m^xm 

Wt%o 02 7 (a) fci7y— <9xvx^7MJiMft-e© 
«S««*KRB-r*HT*4. lo©xyf^f-Y«i 
THi, H£J£tLT^U WfcfcT lxyf-^H2 7 0 

1 rttett* FftfeSftS. 1 x^yVTMrt 
©/-Kii4^tOA' (b) l O(0i>f-f 

10 -K2 7 0 2W;l-bW, 

[0 15 5] 7'J— <D5J38« % (c) icaVridkiy- 

y - f 2 7 o 2 u -tc £ o r«fiK? ns i vfti 

[0 1 5 6] 02 7 (a) frSajg^ft-S & 7 fC, XV 

02 8zm^xmw-rz>o 

[0 1 5 7] 02 8 (a) it. K««tifi«ffiefl:LTft 
20 WTZtzlbomX'&L K r o o t fr£>8t©T©©fc:x 
yr-fT'TAO l~Ann*W?^ xyf-ff'f A 
1 ~A nOTfiEKti. ^e>t, iVf-ff^ B 0 1 ~B 
n k, 2?>fC, Wffitxyf^f'f'Cl-Cnq^ 
SJ&SnT^.S. 3-xi/x^TMtt, 02 8 (b) , 

(c) te^»<, a»«©7-F* u-7t±oT«i 
fig*ns^y-^«*Jto„ 

[0 1 5 8] glJx.fcfx^X-i'-r'f B n k£)1#j£l;i\ 
(b) IcjjVrj;?^ U-7*;l/-h2 8 1 1 £K£7— F 

i: LTs 5fc487— F2 8 1 2 S^CttSfy- F£ 

30 COxyf-fr-l'liWBnk^, x> 

f^f-l'Bn kF*3<Dy-Ftj^jS-rsy— K*-S1* 

-F2 8 1 z^lgjafcLTSSStiSTti (?) xyf 

n k h 2 8 1 1 *5fe**/— F t LT«fO± 

ffi OR) xyf-ft^A n nCOWSTlCfeS, 
[0 1 5 9] xyf-ff^ C n 3©^fiBti. (c)tc^ 

f^XT'fe3^/-K2 8 5 2 > C£D«-&t±y-7 
40 fcS«STSaft/-h% y-7^#-r-5o C<?)x>-r^ 
7 i -r«iSS'J : f C n 3^:^. x>f-ff^Cn3rt©/ 

-f> u-^teW^rsy-H*— , v-y^-vm* 

xyf^r-YC n 3aifcS6fT-r3Ci:te < feO, 
- F 2 8 5 2 U:»JS-rS U — 7 (f/W7) tDga^rll 
ff-TSo — 7j, x>f-ff'l'Cn3S 1 +J"7;l/— 

h 2 8 5 1 ttffiS- Ft LTf*0±ffi OR) x>tV 
■r-f B n 2 cdWST^^So ^■xvx-i' -r-rtcfentS^ 

**v ctizimmxmmicmwTZo 

50 [0 16 0] ITgXVf-ff-YC 1 ;-?!'^^^ 
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8 5 2©fWIJ, 5^y-K (U— 7) 2 8 5 2fr 
-9-y;b-hy-K2 8 5 1 $T*<E>&*-£$&*frf 

[0 1 6 1 ] 02 9%m^T, Z^lc^f-fr-CDm 
rtto^TRWtS. x>^7 L 'f'««M?&ggac<fco 

T«j«*n*yy-«BB*»"3ci:««wrii6T?**. © io 

tftb^frx (depth) tt. I>f^f^T'iI 
[0 1 6 2] 02 9<D (a) (Cj^-f .fc 5 ftlTl^f^ 

f^M*Sftffct5J:> (b) jc^"r««i:ft* 8 ;i> 

©Tftxyf-ff-l'tLTiyt-ff-l'A, B, CtftS 
f?n, £ i>f f -Y C ©Tfixvr-i' f t 20 

9ohj, *©5tan,/— ko i ojm±©/- y tf- 

JtOX>xi'7--l'C' 2 9 0 2£D+f— TV — F2 9 5 
— K2 9 7 0*Jttto2itT, fl3BSy- KfcJtttaLfc 
[0 16 3] 'Jlf— TV— F»CO^T\ ££IC03O;£: 

fflt^TittB^-rs, i>f-ff^A, 301 Hi. na-r 30 

5Tfixyf-rf^B, C, D-fcJt^, locDU+f— 
TV- K 3 0 2 1 *&-z>„ iVr^ r-TtiflMfOT 

fix 7^*2 £fc«im;*-e*:i^Ji-&. y+r-TV 

-F3 0 2 It, iB ! ga<OT{iix>T--i"T-'('A' , 3 
0 1 2%SSU Tffixyr-fT-TA' ,301 2<£>5fc 

A', 30 12t, fO«y-KiO'>*<i:tl^ 

y-tf-7V-K3 o 2 2 i:LTS:^-r5c: ttcfctK £ 

e>»cT&X>-xi-r--r A' ' 30 1 3*KLT, 40 

vt^t-YA' ' 3 o i 3 ©*«&/— fic*> u^±©y 
<f-:/V— K%««f*. co<fc?&yif-TV-F« 
W#tj&& i: 5 c fcSxv^-fT^OWSTS 

yif-yxvx^x-Ytis *hl/-k<0i 

[0 16 4] ^n^ncoxva-f x-fT'ti, xv-r-fx 
-f*ffit»*J»ffc+-yay^ (EKB) «M««5tu x 
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Ctlc&Ze 0 3 0Ocfc^fC^atDX>T-^T--Y A, 
A' , A' ' fcl±&x>x^x-YM4<D^<M;*-Tn 
•vT (EKB) tfiS^n^c^lcft^tf. cne>M\ 
x>f-ffl'A, A' , A' ' ^aicga-rsMTUf 
-s ft w x y - * -#-fs l r war 3 c t tf»jm-v 

[0 16 5] [gfMx>-f -1- f-TcoSUaffl JBf 

jixvT-wT-fog^atcov^TittB^-r^c. sa&ui 

->-• )">X^@3 1 ICTjkT* 03 1 OS/—' y>Xlcbfe 
tfo Tttmrr*. j&rfclcy "J -«|j*tf»l«:ift&D£ft**r« 
(?) x^-r-i-x-Y (N-En) tt, ±14 G8D x>-r 
^f-f (P-En) fc»LTffM§iiS**ll^-ri.„ 

a*«*ru sf«x>x^-r^ttiao^ga®*SESS 

#»cSLT±ffixvrw7M' (P-En) 1CjM#TS. 
[0 16 6] ffl»B»4SfflLft±ttiyf^f'f (P 

-En) it. smisitrnm (?) x>t-ff^ (n-e 

n) ©&B8»:&SEflJ3§?gfj7§ (CA -.Certificate Auth 
ority) fcfB&U CAfiDS«%f*A0L/c«f« (?) X 

^-r-fTM' (N-En) O^PJ^^-rSo ctl?.© 
¥Sc^f±, ±fiEX^T-^r--l' (P-En) fc$r»| (?) 
x^x-r-r-Y (N-En) £cDfS5fgfiEc03M5E# £ LT 

[0 16 7] ctieoftHffifc*??, SiaSSSSxyf 
-tf'fVlggEtmT-rZt. ±{4xvr-'C-r-i' (P-E 
n) 14, mm (?) XV-rWr-f (N-En) Ofi»« 
ifBTU *B£ (?) XV-rW-r-f (N-En) F 
*-*fr* (?) xyf^r-T (N-En) IciMfTT 

s. ±firx>7-^T--r (p-En) 

«D5^/-KcDlocoy-K^-T'fet), fro, {ft! 
(?) xyf-ff^ (N-En) 

[0 16 8] £<D;-Y:*- : &Mt>mT-?2>k, $iM 
(?) xv-7-^-f-^ (N-En) «f*S (?) x>x 
^ir^ (N-En) ovu-«wi*«atu ^bfc^y 

y-oM^icgft LtcmMy- Fco-y-TVi/- 

5£U #/-F, y-T<D+-*g5£LT. iVf-ff 
-rrttD^{t^-yo>y/7 (EKB) fc^TS. IO 
©xVx^f^l^DW&lfc*— Toy? (EKB) 
TE KBtvp-S, 

[0 16 9] —7^. ±ttx>x-r-r-l' (P-E n) It, 
W\m (?) xyf^f^ (N-En) OilftUCfeO, # 

^b-r55f^y-K^i&!iDL^±tex>7 : -^xi' (p- 

En) fiWy'EKB^MtS. 

[0 17 0] 891 (?) x^-r^f-^ (N-En) tt, 
«r^i (?) xvx-fxi' (N-En) rtoy-K^-, 
U— 7*-lcJ:r3T«lja*ti*-9-^'E K B£r£fi£-f 3 
cn^±{5ix>'x^^'l' (P-En) tc^H11-^o 

[0 1 7 1] ffM (?) ^>7-J7-J (N-En) ^e. 
tf-T'EK B^rgff Lfciffixyr^f'1' (P-En) 
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Its SflLfc-y-rEKBi:. iexvf-ffl' (P-E 
n) OlKbfttrEKB t**-mf*z>9— (KD 
C : Key Distribute Center) IciMff 
[0 17 2] 5gfir-t?>£— (KDC) tt, f<T<D 
x^-r-fr-fcWTT KBfcScJ^T, tB^&JgfllfDE 
KB. tftfe^f ^©iVf^ f -rSSl^tif; 
*#S^S6*EKBfc^rSCi:tfRjtgi:*£ 0 C 

^LftEK B^jK.{f3>x>^-/a/^^a^L, 
a >"r >y yo;W EKB >T3>tvn 

So 

[0 17 3] **3, ffMx^T--rr-r<D+J'> r E K B<£>* 
-5ifT-b>?- (KDC) »c»-r*»Bl«HHtts "9-^E 
K B«r±fflxvr-f T--f*/rLT*®^<E33ILTSIfi : f 

(kdc) fca»-r*«Bffi**ff-r*«i*i:bTfe«k 

[0 17 4] ±fex>x-<T--i'i:, ±ffixi"r-f x-ftc 
ff^3a*D-r§Tttx>7 i 'r-r-i'i:<D^ltac-c>t/^T03 2 

03201 *«f«3i*nx>-r-f X'f'OIl^y— KfcL 

•r-f-r-Yti. ±ffixvr'f'r't'<DWSITcDx>"r-fr-i' 

[0 1 7 5] 03 2 tc^T<fc 5 ±.iAx.^7-j7-^\C 

';-7T'S5«y- K<0 1 o©/ - K 3 2 0 1 £#f& 
iEilPXVx-f x-YOIM^/— F3 2 0 2 fcfc^LW— 

7t$5 1 r3©5tt*Hy-H*V SfHJBMDXVr^x^O 

fclcj;!?, if«iax>'x^^i'*^^^ , J-«^coT 

[0 1 7 6] 03 3fc«fMiiiinxvf -f f-i*SSLft 

t. i3 3(i, (a) fcjgSraiJS, T&fc^gElcWa&li: 
#^E-T5*«8y— F (nodeOOO) 3301 t^M 
S— F (nodeOOl) 330 2#&tK CClCgfM 
j&tax > <f ff 1 lc«r^x >x -r -YiiiD^y - F 

(node 100) 330 3 Srtt-S-LfcKHcifftxVr 
-fT--r^^fig-T5-9-yE KBOi^LftfeOT'SS. 

[0 17 7] +r7"EKBl4, 0 3 3<D (b) tcjfj-TJ;? 
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-KJ:»)flr#ftSnfc±ffly-F*-. ±ffiy— K*- 

T«#<t^tifese.*s±ffi/-F^- -ssfcitt 

1403 3 (b) fcjjVrfcH*, &S 
l/H±U-7+-»C<fc DBf^ft^nfcJiffiy- F*- ± 
fir/- F*-T'2<5fc±{4cD/- F*-£Bg^{kU Hi 
tiffilc^fLT^y^- h fcSSBWffcf*-* fc J: ^ 
T«to&<3r*lSEKB*#U CMfltS. 
10 [0 17 8] [x>f -f f^f ITtfetf S W-^ffl 

T^S-T StflfiRlcfetfS t-f X& S 1/ Hix >x -ffl' 
{t*--7uy>7 (EKB) *Eflrr*Ma«COV>TSiB8 

t/c„ 03, 4vmmLfzv^-^^ma, 

ar*$> o y y -€iyf-f f-rtiK a&mstv 
20 a, ^TjT^mcvx—tmm&mr^smii&Zo 

[0 17 9] 03 4ttTC0^ffl^Txyr-<T-Yf a 

Toy y HfMUc*tf« y ^-^iaaicoi/^TSiwr 

S» 03 4«, ^"J-^i^tSxvf-ff^Hv 

iTgoxvf-ff'i', -r&^-s^cD'r/wx^r'ga 
in^x >f-f t-i'ic <fc s f^-rxtf) y zmm* 

SiB^-rS0T*a&So 

[0 1 8 0] 03 4 (a) tt, iyf-ff-l'fliaS 
*-E« y 'J — «56*3* 1/0*5. V U — «±ffilc 14 ;l/ 
-hy-K*TOSn, ^Oft&Ttexv^-fT^AO 
30 1 —A n n, ?e.tC-?-<DTfi©{CB 0 1 ~B n kCDx> 
f-ff'f, ^etWffiitC l~c nOX>f -f f 

-F (y-7) A'ffl^Of/WX, 0g*.fcfGflt?f£g§. 

[0181] cct, ysK-y$aa«, sivf^f'i' 
x-rc i ~c nTH4. y— yco-x/^xcoy ?*aa 

03 4 (b) lcl4, «Tg«x>f-ff 
-l'010T-65x>f'ff'fCn, 3 4 3 0<Dyy — #t 
40 (S^LTW, xyf^TYCn, 3 4 3 014, K.£ 
7- F 3 4 3 1 FTfcS 'J -7»c«» 

[0182] costany— K-pfesu— y#— 

^^ti:&5f/^7, Mitff^UX3 4 3 2tf&o 
fctTZts lVNf-1'Cn, 3 4 3 014, S&gKg 
iLfcxyf-ff-l'C nrtO/-F*-, y-y^r— lc 
*oT«lJ«Stl**»<t*— ^ny* WEKB) * 
feSTS. ^ny* (4, y^-^x/W 

X3 4 3 2fc43f>T«a^T^-r, ffi©V-7^t 
50 S-rM-YXtr*5^T©^^wrtg*Bg^{t+-^«fc »?« 
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fttfjlcti, h*6U*— ?WX3 4 3 2 U: 

l^U«m/^K3 4 3 1, 3 4 3 4, 3 
4 3 5 0y-K*-*S»fLT. C(DI»;-K*-* 
yt:-^f/^X3 4 3 2&ft<DV— 7T'UXlci5^ 

s^yEKB^n 0 c^jaaa. 5fcco0 3, 4ic*5 

[0 1 8 3] CCD&vlCX-^r-jT^C n, 3 4 3 0^ 

KB) «\ ±ffix>7^7^fciiSfi;SftS 0 C^f 
3\ iffixyf^f^tixyf-ff^Bnk, 3 4 2 0 
T'fe^ xyf'ff^Cn, 3 4 3 OGDII^/— F3 4 

3 l «i8/ - K lit t §xyf >f f^t'fcSo 
[0 1 8 4] xyr^f^B n k, 3 4 2 0&, Tffix 

7EKB) *&mT2>t. ^ny^fc^StiS 
x>r^r^C n k, 3 4 3 0(7)M/-K3 4 3 He 
WjS«xyr^f^Bnk, 3 4 2 OcD*$&/— F3 

4 3 1 £\ Tf4x>7 : -^T--r C n, 3 4 3 OtC&VvTM 
if^nfc^-^S^LT. I^xyf-f Bnk, 
3 4 2 0 K BOHfJSl%*f5t5. 03 4 

(c) lCX>f^t^Bnk, 34 2 0O7 i ;-Idc^ 
itoX>f^f^Bnk, 3 4 2 OtC&l^T. M#Dtf 
03 4 (c) W7;V-h3 4 

2 1 ^5U3R-^f/^X%$tfXVf^T^*i«t 
£*3gy - F 3 4 3 1 fcS3/<X_b0y- F*-T» 
3 0 fS:*^ H*T^EKB*aSfllUT€?fcx>'r-< 

t^os— k 3 4 3 i icmizz/tx&miittz&s— f 

3 4 2 1, 3 4 2 4, 3 4 2 5 <D>> — F*— 

£&£ 0 cne>#y-F^y-F+-«:MffbTx>-r 
^r^Bnk, 3 4 2 0<D»ffc&BBr1?"^EKB*^ 

[0 18 5] ££lc N xyf-rf^B n k, 3 4 2 0^ 
WMl,rcm%){t*-zrtJy? (^EKB) (4. _tffix 

tixvf-i'f'fAnn, 34 10T^D> x>r^f^ 
Bnk, 3 4 2 0CDIH£/-K3 4 2 1 «5fc*Sy-Fi: 
LTt1-§xyf^f^T^o 
[0 l 8 6] xyf-ff^A n n, 3 4 1 0 tt. T&x 
Vf^f-YBnk, 3 4 2 0fr&*&{fc*— ^o-y^ 

tl^xyf-ff^Bnk, 3 4 2 0OM/-H3 4 2 
ncSJSt5x>f>ff^Ann, 34 10(OM/- 
K3 4 2 1%, Tfixyf^f-l'Bnk, 3 4 2 0lC;fc 
O^TMWStlfe*— tKSUTs l^xyf^f^A 
n n, 3 4 1 0 W7E KB(DM»l^»Tt§o 0 
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3 4 (d) icxVT^-r-T A n n, 34 10©7U- flg 
^c^r^*To xy«r ^ f-f Ann, 3410 tc&t^T. M 
»r««fc4Sy-F*-«4, 03 4 (d) h 
3 4 1 1 fr^HSr^E K B^riMftLT^fcx^x^-r 

-r<o/-F3 4 2 i fcig&s/<x*«ric-rs*y — F3 

411, 3414, 341 5<D/-F*-W«o Ctl 

FOy- F*-*iifLTiyf-f f^An 
n, 34 1 OWc^IST^EKB^t^o 
[0 l 8 7] cft5©«S*J«3fc, IfficDxyr^f-Y 
10 fcfclvrSfefrU 02 9 (b) vmmi^toV— hx>f 

^K^TMfrSnfc^E KBlt «*«k:*— 58 
tf*feV^- (KDC) lci£«£tu *-5§ 
tT-bV*— (KDC) te, -r^TtDXVxwr-rtDMSf 
•9-yEKBtcS^^T. i^^EKB^«f§o MS? 

e k b«\ ';*->*nftf/wxT?©a§wnr*Bft 

[0 18 8] f / 'j ^-^ JB10S/-^r y^i^: 
20 0 3 5lC^kTo ffil¥II^03 5^i/-yyX@«-5 

flxyf^f^ (D-En) r/^Xflxyf 
>ff^ (D-En) rtO»J#->«ft©U-7*»»t 

^f-f (D-En) ©IffftWEKB (D) ttf&fr 
%o MSf^yEKB (D) 14. ±fflx>-r>f ^teBM* 
^n^> 0 KWU^EKB (D) *S«bfe±ffl OH) x 
V-r^-r^ (PI -En) MSrF^EKB (D) <D 

30 <o\ ^cD^S/-F^^-9-> r ;P-McM^/^x±a)y- 
F*-*BRbfc®WU"rEKB (PI) Sr£/£*r3 0 
cin^cO^S^jtl^, ±ffixv-r^T--Y^^>TH?TL 
T. l^WcIi^nf:t^TW7E K B W-^fi 

(kdc) ic^snwasns. 

[0 18 9] 03 6tC-r/WXcDU^— ^jfiStCefcoT 

^D7^ (EKB) OWI^-To 
[0 19 0] B3 6W\ (a) k:^#t/£&C*5^T, U 

40 K B*SMLfc±&x>T--< r*>f Jc^^T^-rS E K 
B©W*KWt5HT*5o l^-^^vrx^rStTF 

*S/— F (nodelOO) 3601 lcttfo?2> 0 
[0 19 1] lffiX>f>ff^tt> Jiffix^x^x-T^ 
h3^65aUy— F (nodelOO) 3601 

If^EKBtMtS, M^^EKBti. 03 6 
(b) ^.fcSfc&So MSr^nfc^-^. T^fect 

50 ffi/-FA^^^;l/-h$T*cO/^X±co/-F^-^M 
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[0 19 2] U#-^t^Mt%xyf^f-<i 

[01931037 (a) X>x^ T^^MlC 

-hy-F;tfsS5t£tU f«®Tlcxyf>ff^A0 
1— Ann. «6WOTtiS^B0 1- BnkOx> 
*r^-r-i\ ££fc:^<0~FtegfcC 1 — c n(Oxyf^f 

[0 19 4] lct?, y^-^ffll*, xyf^f>fc 

n, 3 7 3 O^lT^Tt^l^tO^TMt^o 
ITgOxyf^r^Cn, 3 7 3 <H±. 03 7 (b) 

te« , r*5icmjSiy-K3 4 3 i£*re> **ny— ft 

[0 19 5] X>x^T"^C n, 3 7 3 0*y*^t 
^CtlcJ;^ xyt^r-fCn, 3 7 3 0tcMT^T 
Of;WX(D7 U -«3t ft* £> <D— JSSEBftft* Rlfll £ * 
3 0 xyf^f-fC n, 3 7 3 0©U#-^1^ X 
>f^f^Cn, 3 7 3 0^±fix>T-^x^T$>^X 
>r-fr^ B n k, 3 7 2 0 kl&^TUfT^ fr^o x> 
f^r-TB n k, 3 7 2 0^ xyr^t^Cn, 37 
3 0OM/-K3 7 3 1 ^Sy-F^LTft^x 

[0196] X^f^ f^Bnk, 3 7 2 0 fc*. Tffix 
>T^f-YC n, 3 7 3 0^^-^^Tt^l^ 
xyfYfYC n k, 3 7 3 0OES/-K3 7 3 KC 
»jSt§xyf^7^Bnk, 3 7 2 0<D3fci&y-K3 
7 3 1 ^Ml, ££lc, f(DV^xyf^f^3 
7 3 0^xyf^f^Bnk, 3 7 2 O^^b 
$TO/U±o/- F*-*)KW*fT ftlr^*»{b*— ^ 

ia5/-K+-B, 03 7 (c) W^-h3 7 2 
1 ft^ V ^?xvf>f x-TOH^y- F£«/3cT£5fc 
fifty — F 3 7 3 1 lcM3^X±£>y — F*— Ti&So f 
ftte-Sx F3 7 2 1, 3724, 3725, 373 

i<Dy-F*-ft*BW»*fcft3p <me#y~Fcoy 

— F^-^IIiLtxyf^f^B n k, 3 7 2 OOSt 
fc*M*f1J-y E K B 
[0 19 7] XV-r^'T^B n k, 3 7 2 0 

tix Tftxyr^rYC n, 3 7 3 0<DU ***fr 
xyf^f-fCnk, 3 7 3 0OIA/-K 
3 7 3 1fcWKt5xyf^f-fBnk, 3 7 2 00* 
fifty — F3 7 3 ittWre-t\ f^U^xyf^f 

-f 3 7 3 0*^xyf>ff^ B n k, 3 7 2 0 <W7fr 
-hSTO/^X±C0*fiHy-F3 7 3 l*Rfc<y— F4=- 
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7EKB*S^LTt^o 
[0 19 8] ?e,lc, xyf^f^Bnk, 3 7 2 0^ 

teX^TV-r-TA n n, 3 7 1 XV^-f 
Bnk, 3 7 2 0OM/-K3 7 2 1 **JBy— Ffc 
ITtt^xyf^ f^T*5o 
[0199]x>f^f^Ann, 3 7 1 0 fcJ\ Tffix 
Vx^x-f B n k, 3 7 2 0ft*6«»{fc*— 7ny * 

io (u-7ekb) m-yn^^icts 

n^xyf^f^Bnk, 3 7 2 0OI^/-K3 7 2 
UcM«x>f^t^Ann ( 37 10<D*i&y— 
F3 7 2 1 £\ Tftx^-r-T-r^B n k, 3 7 2 0^^ 
^TmMZtitc^—lcWfeLT, gi^xyf^r^A 
nn, 37 1 E K B©M«r«ia*^ffr«o 0 

3 7 (d) (cxyf^r^Ann, 37 10WU-1 
^TjkTo xyf^f^A n n, 3 7 1 0 ICte^Tx H 
*f«*fca*y-F*-tt, 03 7 (d) <DV7?l'—h 
3 7 11 ft^MSfflt^E K B^riMff LT^fcX^r-^-r 
20 <f<DS— F 3 7 2 1 k:iBft*/^X*«Wr**y — F 3 
711, 3714, 371 5£>y— F4=— TS5 0 <^n 
£&y- Fcoy— F^HTLTxyr^f-fA n 
n, 37 1 OOSffcftMfr^EKBSr^-r^o 
[0200] cn^o^S^JK^ ±ffioxyf-ff-Y 

fcfe^T^frU 02 9 (b) TKMLfe;l/-hi>f 
-ft^*T*fft5o C(D-mcD%imic£<D, x>-r^ 

-ssfT-tv*- (kdc) ic^Mff^n. st^n^o * 

30 -5g?Tfe>£- (KDC) W\ ^TOxyf^f^tO 
SR^EKBfcl^T, Wj:EKB^«o 
MffEKBte, y^^jnfcxyf-i'f^^ItSf 
/ WXT<D«#ft^prffiftW»{fc*-ya >y * 
[0 2 0 1] xyf^f^ou^-^i^y-^ryx 

0^:03 8tC^*To *Q:a¥JiS^03 8^->— -5r>X0tC 
«-3tKWf5. Sf\ xyf><f^y^LJ;5 
tt§xyf^f'i'flxyf>ft-i' (E-En) ti, 
xyr-rf-Yflxyf^f^ (E-En) WU^- 

F«»i»'rs«:«>fc<e!«a*-jBW* 

40 fr*i/\ xyf^r^flxyf^f^ (E-En) <D 
S/tWEKB (E) «rfe«'r*o KWU^EKB 
(E) te. ±ffix>T-^f->r^S!f*«tiSo Mff-9-^E 
KB (E) *Sfflbfe±ffl GH) xvx^-r-Y (P 1- 
En) tt. M^flt^EKB (E) ©JBRDbfty- Ffc» 
jSLfe*SSy- F*— OJOf* *tf % f^S/- Fft* 
5-9-^- h JcSS^x±oy - F*-*M«f UfcBW 
t7EKB (PI) «r^8-r*o CtieolI^I*, 
Mxyf^f-Y^*5t^affLt, fiHWteKJSfrSn 
fc-r^TW^EKBft^-fgfT-trV^- (KDC) 

50 *ttSti«a?tl* 0 *-3SfT-feV* — (KDC) tt % 
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T^T<EX>7^x^M#t^:/E KB^^T, ffi. 
^4EKB^«n o MgfEKBte. U*-?Wc 
xyf>ff^ test" Sf;^x -C©*#ft^rt6&«» 

[0 2 0 2] 03 9^U3R~^?nfcTfflX>-r^r-r 

•t&0£:^f~o ±ffix>f^f-Y<?)*igy~F3 9oi 

f-ff-i'w u -ic&w-s^is/— f 3 9 o i frw? 

•ffca^EKBW^rii^n*. *<d*b*. y#— 
nfcTffix>x^T--roii^y-K3 9 o 2©y-F+ 

±tix>r-ff^(D*t8/-F3 9 0 1 

58mr>*— (KDC) fc*oTflfej«StL«EKBtt, 
±ffix>x^ x-r^^5^T^WT^n/c^/- K 3 9 0 

*7*/VfX«\ ^frfe:/*— (KDC) tCcfcoT^ 
/££n3 E K Beoa#*^RJtiJc*So 20 
[0 2 0 3] 3Nfc. J3E4)BWJTtt. f/WX*flt 

-rfIxvf^f^y#-?t5Ci:Jcj;0x 

^r^aaxv-r >r t^^^tff/wx^-gLt y 

[0 2 0 4] CC0cfc-3lCs xvr-r-r-Y^fflT^y*— 30 
SPURTS ci:U:J;tK ioioof/^WffiTjl 

[0205] [xyf^f^co^/^yf^fi] # 

te, xyf-r^MT^-Elyy-iiSlcfe^ 

T. ^X^x^-r^^WS-rS^r^^lf y-r-<(Capabil 
ity)*«ML^ ^r-T / ^ tT U -r ^ tOS a yf HB 

[0 2 0 6] 04 0lC^-f A fcfU 7"Y^S Ufcx>-r 
;V-h/-K^lU T»fc«Rox>7^x>f#» 

«snr h w 2 u -i*T««o c 

CT> tW*tfx>x^x>f 4 0 0 Hi, g^fffefrxS 

a, b, cov^irnip*iiFsr*^>r/<t;u7 t -f*j*o so 
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fc^r— ^ffiflLfcJi'&le. x>-r^-r^4 0 0 1 

wTKia^nfcxr/x^x^tejirs^/wxttfflB 

[0 2 0 7] TOcxyf^r-i' 4 0 0 2 tt«P?f££ 
zSBSfcttC. X>7-ff'l'4 0 0 Ste^gfe^A 
$fcfc*B, xyf >f T^f 4 0 0 4 ti^I473SB, x 

>r^f^4oo5 ttB^s^r* c zmmrz ct& 

[0 2 0 8] — 2u x>r^f^ 4 0 2 1 B, ffi{£ll3£ 
75s£p, q, r^mxyf^f^tlt^ 
tU xyf^ff>T4 0 2 2ttSSp, qOH«B^75" 
5£ N xyf^ -r-T 4 o 2 3 teTjS p OH[»|fft*^IBa 
*^/« y f Y *»ox>f f ^ i LTS*Sti«o 

[0 2 0 9] : CO*3a#x>'r-f -r-YO^-Y^lf y«r 
-fflWBtt* *-«fT-te:/jr— (KDC) Ic;bt,vc*a3 
n^o (KDC) «\ i^fe^ny 

s %*sm*mmt*—7uy? cekb) ^xyf^f 

t> y -r -f If fSlcB^>T^ Lfc#aMMr- 7* y 
* (EKB) lc<J:-DT0g#{tLfcr3>«r>^^-«:BBfi 

[0 2 10] &*5. 04 O^ti^TCOXV-r^x-Ytco 

04 o tomtit* o tcf^T^Dx>T' *r x-r ^>>--r/^tr y 

if 0 4 1 IcSti^cf/WX^lt^lT^xyr 

(Oxyf^rYlrltSf/UX^^eUf'i'^ 
— Rfrte:/*— (KDC) lc*5^TSSLT, 

IBa*»fb*-rDy* (EKB) ^IT^xyf^ 

LTfc*(/\, 04 im ^y-Ktex/W 
X««je«*tlftx>T- 4 10 1 = 4105 icjstf 
S-5MV*l£ yf--<*%««ft. C*i£<Dx>7Vx-nc 
^T©-!r-f^tryT--f**— aff-feV*— (KDC) 

tc^^tflt^I^fe^o mfcfx^x^x-M l 
0 Hai^B£lco^Tli;£SB, B*S£fco^T 
tt^rOJM^RTllBftx/WXWJlLTl^S. x>^ 

^t--t4 i o zicit^mmc-D^TitttA, mmn 
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[0 2 1 1] 04 2tc*-flR-fe>2- (KDC) tc*5 
■To ^-T^tTyx-cSSx— 7;H4, 124 2 (a) 0«fc 

yxK C«3Dy^^lf U-f-W UXMi0 4 2 (b) tc^ 

t^sk, £Ri fctf^-r- * n^saa^s (a) *ftoai io 
nrijn»*ntf en . XLmpFvjmv&tite 101 . mj% 
7 t —*n&m&& (b) ftftwra-pfetitf [1] , 
5aa^5itgT'feni± [o] «wt&jb«i©7*— 

SfcovTORlS* 1 fcT? h-cJ-p [1] £fc« [0] ^ 

[0212] tr<t/i\£V J r*f'Bm7— r/VHctt. 

#x>'T-WT--r«D-9-^'E K B, feSWi+f^E K B 20 

[0 2 13] *-?gfrte>'* — (KDC) tt, WAtf 
n-y? (EKB) ££l3cT-5. 04 3«:ffl^T, -ir-YA 
[0 2 14] $f\ Xr-y^s 4 3 0 1 IC&I^T. 30 

fgfrfei'*— (kdc) -jr-r/^tr 'jf^iit- y* 

*K«LfcV^«^l±, 04 2 (a) O^-Y/^e'Jr-^y 

xhfrp.. *3£«yi (75r^ a) ©mi 

[0 2 1 5] Xf'yyS4 30 2lc:fc^T, jffiR 

•Y I D<DVXhZ£.f£T5o #lc, X-r-yT'S 4 3 0 3 40 

Xf7 7S 4 3 0 4T-li, Il?iyf-ff-l' I D<DDX 
Hc#*n3:£T©^xa^A^7LfcA->gA^«t 
Ls £E7f3 3:T\ Xf'v/S 4 3 0 3 Kfel^T^XS: 

[0 2 16] mn^.>y-^7-^ I DcDUXhtc-g-Stl?. 
tTO/USK^TtSfcv Xf^S 4 3 0 5tCji 50 
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*k jl^bfc/^Xi:, SiRx;/^ 7^lc<fcoT©*flt 

[0 2 17] X-r v7°S 4 3 0 6K*5t,>^ Xx 

7/S 4 30 5 T£fig L tz V U -fltit© y - K*— ©M 

X-r-y^S 4 3 0 6-C^LfcBWy— K*-£fc»3 
<^T>I3?x vf -r f-fOf/W X lc*5</ ^TO^a^Bfffi 
fc#8&{fc;*— 7n<y* (EKB) CO*? 
fc LT£/£LfcW2&{fc*-7n -y ^/ (EKB) tt, 

tt%m.^&tem%VC*--7vy? (EKB) 

5„ <rcDWJ8rffc*— (EKB) Tiitfa^f 

;/>y3f— £BgJ§{fcLT> ^©aVxVy^-Tif^T'n 

^AKBr^TffilfcLfcaVxvy^^ffcLTxV* 

-rxteStt-rscj:-^ ^-f^f-t^*- (kdo e 
* -3 twri£ ntcft momsmmtef / ^ xicfeo ^t© 

[0 2 18] C©«fc5K*— Hfrfe^- (KDC) 

«\ -y-r/^e y-r^'ga-r-^nca-^^T, 
^©a>x>y«Dfi^Rlti*f f /<--)'x©*A^^5it8ft 
«&ft:+-7n»if (EKB) *^i-r*. ftoT. fr 

-r-rcoy-i'^t* y t- w *^i6flx^-rs <i t 

C0DX^7 i >rT--f»f«Sg»C#'5'5r-l'/^ey 
7 i i-jl»J«! ; aiCOV^04 4£ffll^Tl&B£-f 3. 
[0 2 19] 04 4(t «fMx>xWr'fA^-B3«'y 

[0220] «fctevy-*i«*te3aiD£n;5*HH 

(■?) XVf^f-f (N-En) li N ±ffi OH) XVt- 

-f^-f cp-En) icttLTmm&mmm*nn?z>c 

KfiSOs ffSlxv-rwxi'ttia^BBSI^^S 
*icBLTiffix>f'ffl' (P-En) fcaSftf-T*. 
[0 2 2 1] fgS^gitftlttxyr-ffi' (P 

-En) tt % ^mx^tcmm. <=f) x.i/t-jt-^ (n-e 

n) ©&B8&;£iIW»5£fr^ (CA : Certificate Auth 
ority) fcteJML, C AO«**fWnLfc*f« (?) x 
yr-ff-T (N-En) ©^HBSfcgSSfa. Ctl?.© 

±{4x>x^x-f' (p-En) t«f*a m 

i>f-ff^ (N-En) t(Dm~5MM.<D^Wi*tLT 

[0222] cneofiitj:?), *f*aaB*x>?- 

JT^CD%gMbmTT2>t, ±*S.3-y"rj : f'< (P-E 
n) lis mm (?) x^f^W (N-En) OSHR* 
frBjL, »tM (?) iVf^f^ (N-En) C/-F 

*-%«f« (?) xyr-ff-f (N-En) taiflrr 

^„ COZ-Ft-tt, ifixyf^f^ (P-En) 
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(D33&/-\ : <r)\-Z><Dy-Y*-T'3r>r), fro, mm 
(?) x>7^x-f (N-En) ©mfiy— h\ ~Tt£t> 

[02233 c<D;-h'*-mmtf&T-rzt, mm 
<=?> x>x^x? (N-En) «, mm (?) x>x 

-TX? (N-En) O^U-Mtt«WKU WJSUfcV 
JtU U-7«D^-*19^LT, x^x^x 

—yj, ±ffix>-r-i'x-r (P-En) (?) x 10 

>-r^r-f (N-En) ©iiimcj; 9, mmtt^^m 

/-K^itobfcJiffixVX'f x-i (P-En) rtOx 

CO 2 2 4] mm (?) X>xwx? (N-En) fci, 
#r#t (?) xi/x-rx? (N-En) ftiDy-K*-, 

v -y*-ic&r>xmi£-$ti%y-7E k B^as-rs 

tMlti>f-ff^ (P-En) IciMflU $ 
SBcOx>7^7^T- ! gS-r£'T^-l'X{CO^T 
<Dx-Y^e U x-< flMB«±ttxi/7 l -f x-r fcHttf*. 
[0 2 2 5] ffM (?) i>f^K (N-E n) fr<=> 20 
■9-^E K BftJ:tf<ir?/<lfy x-f***a«Lfc±ffix 
yf-ff'f (P-En) «, gfSLfc-tl-7E KB £-7? 

/^tryx^uwut. ±ffix:yx-fx? (p-En) <dm 

WUfc , 9-^'EKB4:*#-«frb>*— (KDC : Key 
Distribute Center) tejMff^So 
CO 2 2 6] «frte>5»— (KDC) 14, gffiLfc 
x>xf x-l'OxT' E K B :fej:tf-r?/<e U xw ISSBi: 
5:04 2 TttBlsfc^/tg y f-fflt-^PtSg 

(KDC) «, Hfrbfe-r^/^try-r-rga-r 30 
-7>fc:goVT, «4rfcflg«©EKB, -rfc*>-5#5£ 

CO 2 2 7] «-L, ftSOSOfcWMWSBLfca^ *J8 
B^tco(/->TPPLT#fe<, LfrL^fre., *fgB)!c9gg 

€T'tt&(,\, *SIWOBB*W»fr«fc»fcl4. ■Site 
CO 2 2 8] 

7 1 LT«j«bfc'y y -<D)\>— v fr e> y -7swu 
zti^tiwyy y -cii±f*T-*5xyf-r x^fc 

* (-9-^EKB) ^^-r^fcifetc, *-fgrr-fe>-£ 50 
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— (KDC) ICtel^T, IVf-ff-l'W^^'Jf'l' 
x-i t ^t^TO^a^HJ^^ft^-T-a ^ ( E K 

To*©awrig*-r-^*, ^©x^-rxKife^TcD^ 

Qm*W&3; s f—9 1 LTtl«1-5 C £fr BimtKZo 
CO 2 2 9] £5>fc, ^BJcolf^Sv/XxAfe.fcr/ 
;5ffifcJ;*ltf, *-fgt?fe>'*- (KDC) «, 

xvxfx?&*coi£gij^, -r^tryx-rim *r 

Wlf'Jf-f tSx-TVWcgoVT, x^Xlcfct 
f S Eftx- £ O^SoI^x >x -t W * US? L T , 
^x?/ < tf y x f »CJS Ufc«4r & E K B ©£j£fr rT 

CO 2 3 0] ^B^lf^jn.av/XxAfe.fcl/ 
Affile J; tlfcf, x>f -i-r-l'T'Cf^-l'X^Sl/Hixy 
x-f-x-YOU^-^ Samfr^R oJtgT- & 0 , -JSLfcx 

Co 2 3 1 ] set, *5%w<vmn&misx?-Kt3£zf 
ftmc&nif, #x>-x^x^(0*i^y-K^yif-y 

< g3Sx>X'fx?<DJfAD»c 1 fe*flSsr*8fc«:«. 

cs i ] *»w©ui««yi^xxAo«i«w*BiM'rs 
C0 2] *5gB^©itfg®ai/xxAicfe^TjSfflRrHg* 

C03] *5IB§(7)1f^5Q.a>'XxAt£:^3^S#ffl^-, 

f*-*OE*fcffiffl*tlS*J»{l:*-rD -y ^ (E K 
B) OM%^t0t*5 o 

CE5] ^B^it^a^xxAtc^sxii/x^^ 

*-OlSWk*-7n -y * (EKB) *ffifflbfcE*fi»J 

CH6] ^BJ^If^av-XxAlC^^S^fk*- 
7*D7* (EKB) CD7*-V7 hM^t@T$5. 

C0 7] *«wo3iH«« ! as'Xxi»»cfe»*w»ft:4 t - 
7"d?? (ekb) o*^©««*»iwr«ia-p**. 
ess] *«w©it«»a'>xxi»te*^**Jttffc4 i - 

^a-y^ (EKB) i:, nvxV^^ 1 — , 3>x>^^ 

(EKB) avxvy^ 1 — , 3yT>7? 

C01 0] *»WOflMMaas/XxAfc:fe»S^»{t* 
-7"d 7 ^ (ekb) iayfyysraiiflJtftliSL 
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[011] ^BMcDmm'&m^x^rL.ic^if^m^it^ 

(EKB) =J>x>y^-*iM#-r««l 

[013] ^mn'mmsm.^ x y-nas^^mmt^ 

-7uy>? (EKB) t, MW*-ttW&TmmirZ>T 

[0 14] ^B^wltfBJaa^X-rAtcfeitSW^t:^ 
-:/P-y7 (EKB) ISiI+-^#f-&TBBffrS7 :f 

— zmmt, f;wxT©wj^t0 (^02) T 
[015] ^mcomm^m^x^Kicio^rmmmm 

[016] *fgB^©if^5aa^xT-A^fc^T^giBg 
kb) n^^y^-^-^TEff-r^jaa^-r 
[017] *Km<vmmmmi'X'rL>ici3^rm%]<t* 

--7u«;>; (EKB) mmtfn^ 1,^-9^ 

■t±Tia{t-rs^ia^-r0T?$.-5 o 
[018] ^^oitfe^ai/xxAicfc'^TiSfflojti 

*n>-r>^y • -(Vf^'Jf^ • ^x-y^ffi ( I C V) 

[019] *^©1f^S^XxAfc43^S^5ai{t^ 
-^n^ (EKB) t. I CV£.l£3r~*W*i:Xmm 
t5f-^Ki:^ 7^WXT^$aa0!l$:5Vr0 (^(D 

1) 

[0 2 0] ^^cDiffsjas^XrAtfett^W^b^ 
-yn-y^ (EKB) I C V %Ll%*-*W-&Tmm 

2) 

[02 i] ^B^ifffijaai/xxA^fe^^TJgfflwrftg 

izai/T-z/v • -^f^f-f • ^x-y^fflt (I CV) 
mX&Z, 

[022] ^BgtTDitfsiaa^xT-At^t/^TjSfflRrtg 

ftnvfyy • -f>f^TY • ^x-y^ffi (I C V) 

[023] ^^mmmmm^x'ri.ic^if^myv 

-MM<D ArJ'J #«<D0U£a&BJi-f 5 0T' 3 0 
[02 4] *^<75lf^S|iyXTAlc*j^5W{k# 

^t^-^a-y^ (ekb) <D3a$,mmitmw?zmx 

[0 2 5] *%BS(7)1ff8S!iav'XrAlcfe^§Wa{t:^ 
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-^■^ (EKB) <Q£j$j!g*f&Bj3-r2>0T*;&3 < , 
[02 6] *^B§<Dll^a^XxAtCfettSffiBS{t:^ 

SM^-^a-y^ (EKB) *SJB^-r50T-fe-g.c 
[02 7] *^©«IB®av'XxAJc*5lt5PgJl^U 

-^5g(DX>-r^-r'i'^a^^o^T^-rS0T^ 

-So 

[028] *mn<Dmn%mi/*.7-L.\ctsvz>mmv y 
io [029] *&w<Dm fg&a^x^ L,\as^^m^ y 

So 

[0 3 0] *^(D«^a~>X-rAlc*5^5PiS^U 

^xmw-rzmx&z* 

[03 1] ^B§C0lf^a~>XxAtC*5^?,pg]lyU 

[032] *¥%w<DmmmmisX7-Ai,ctsifz>mmvv 

20 -^c0X>T-^T--i' i ga^TcDff«x>'X'<-T--l'i: 
±ffix>7 i ^ •r-i'<0^t£:oi/^iifi^-r3 0TN&&, 

[033] ^B^w^jaa^x^Atcfcti-^pgM^y 

-g®<7)i>r^ f-(f IMT'ffll^^/E K B to 

^xmfiM?%mx%>z><, 

[034] ^a^oisigjaa^xxAicfe^^^e'yu 

[035] ^m<DmnmM^7.7-L,\^f^mmy) 

30 a~>— ^>xtc^^rifiB^-rs0T^s„ 

[0 3 6] *&^mm.ymi'*7-i±\z&\ l fz>mmvv 

(OMff-y-^E k Bic-z>\,^xmw?z>mx&z„ 

[03 7] *^©1f^SI2/X^AK*5^5|5gSyU 

^jaatcX/^TBtB^-r-5 0T-a&5. 
[0 3 8] ^^(Dlf^Jfia^X-rAJCfe^^PgB^y 

*«B35"-' ^>"XfcOV>TlfiW-rS0Tfe«o 
40 [039] *5IWOlf $g8igh>X-r iacfeWSPSJl ^ u 

-( t ±{4x >y- h 74<DM&fc-o\< ->TiiB^-r £ 0T*a& 

[040] *^(oit^a>'x^i,tc*5tj-f.pgji^y 
-^itox yf-f ^*a^T'<D^-Y^if y T--rsbe 

[04 i] ^woit^as/x-rAtfe^spisyy 
so [042] *&w<Dmmxmi/X7-2±ici5ifz*-5m 
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•feV*- (KDC) ^fit§^/^*yf^flr- 

[04 3] *¥£ffl<Dmn&mi/XTL>lc*5tf2>*-Wn 
•feV*— (KDC) OfltS^r^^eUf^flf- 
7Mcm~3< E K BS*ffil7D-HT»5. 

[044] ^m<omnmmiy^7-ixic^f^mm^> 

l o 3>f>yEiM 
l l F 

1 2 iUMJfcM 

1 3 mm^m 

1 4 ^f^7 

2 0 n>-r>^§flfflij 

2 1 V-^vt/rivfc^— £ (PC) 

2 2 #-^^f/WX (PD) 

2 3 SfflUS. PDA 

2 4 fESSS3£§§ 

2 5 S£#J§§§ 

3 0 ^tVT 

i o o mmn^mm 

1 1 0 MX 

1 2 0 Afctl I / F 

1 3 0 MPEGn-f7^ 

1 4 0 Affl^I/F 

1 4 1 A/D, D/Anv/^v— ^ 

1 5 o vsmmzm 

16 0 ROM 

17 0 CPU 
1 8 0 

1 9 0 Y^^-f 

i 9 5 tea^f* 

6 0 1 v?a y 

6 0 2 T^yx 

6 03 T— * 
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*60 4 ZVtf^Z/Z 

605 

6 0 6 
60 7 

6 0 8 H£ 

110 1 IBS-r/WX 
2 3 0 1 h*— 

2 3 0 2 /— K^r— 

2 3 03 >J — 7*— 

io 2304 *f=fyy—K 

2 3 0 6 ^fiUy-K 

2 7 0 1 xv-r^x-Y 

2 7 0 2 h 

2 8 1 1, 2 8 5 1 F 

2 8 1 2, 2 8 5 2 x>f^f-f«/-K 

2 9 0 1, 2 9 0 2 xyf>fT^ 

2 9 5 0 Uif— F 

2 97 0 fS*ffly-K 

3011, 301 2, 3013 x>f^f^ 

20 3021,3022,3023 U If— :7V — K 

3 2 0 1 F 
3 2 0 2 MjSy— F 

3 3 0 1, 3 3 0 2 3*u*S/ — F 

3303 mm^r-^ r-^mu^y- F 

341 0, 342 0, 3430 XVx-fr-f 

3411, 3421, 3431 ^A/— F 

3 4 3 2 'Jt;-^r/UX/-F 

3 6 0 1 5f3BL/ — F 

371 0, 372 0, 3730 XVx-fr-T 

30 3 711,3 7 21,3 7 31 ■fr^A'— F 

3 9 0 1 XffiS- F 

3902 a^y- f b /- f) 

4 0 0 1 —4 0 0 5 IVf'ff^ 
4021, 402 2, 4023 xyf^f^ 
4 10 1—4105 xyf^f^ 



[0 1 6] 
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[01] [010] 




# 

WBB2 001-358707 



[03] 




,W01o/kO100 KDIIO K1O0O K101O K11CO K111Q 

^.K&OII KO101 KD111 K1001 K101 1 K1101 K1111 

° 1 Z 3 4 5 0 7 8 Q lO 11 12 13 14 10 



[0 4] 



[06] 



(A) tf»fc4—:JOv$(EKB: Enabling Key Block) fljl 



(B) «Jttft4~-;*Dy*(EKB; Enabling Key Block) «2 
T'WXO, 1. 2D t— S5a> :tfl>y— — fci£f* 



601 



A— S*3> fVcreksn) : t 






0 


Enc(K(t)0, K(t)R) 


oo 


Eno(K(t)00, K(t)0) 


ooo 


Ene(KDOO. K(t)00) 


OOI 


Enc(K(t)O01. K(t)00) 


OO10 


Enc<K0010, K(t)OOI) 



] 



60S 



/<— i?3>(Ver»lon):t 






OOO 


Enc(KOOO, K<000) 


OOI 


Eno(K(t)001, K<t)0O) 


001O 


Eno(K0010, K(t)001) 



(vera Ion) 


(tfcpth) 


(Data pointer) 


(Ta* pointer) , 


(Signature pointer) 


(reserved) 


^-*SJCE(kO. Kroot). ..J 


W&({0, O], {1, 1], ...) 


(Signature) 



602 



608 



# 



(33) 
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[08] 



803 



(a) 



802 



Enb(EKB. KEK) 



EnoCKEK, Koon) 



^1 



Eno(Kcor\ Content) 



<b> 



Eno( KEK, ' Keen) 



En o( Koor\ Content! ) 



Eno(EKB. KEK) 


4 




EnoCKEK. Koon) 


Eno<Koon. Contont2) 






\ 














Enc<KEK, Koon) 


En o( Koon. Contents) 



[09] 



^av^{EKB) 



Enc(KOOO, K<000) 



Enc(K(0001. K(t)OO) 



Enc(K0010. K(t)OOI) 



(b)a>T^l/V^— e 

KEK{KEQ«=K(t)00)-C 



(o)3>x>!^a 



| Eno(K(00Q, Koon) [~ 



Eno(Koon, Content) 



EKsaa 



K(0O0 



Koon 
M I — | 



1 — 




ft? 




— * 



[02 2] 




PC A 



(34) 



ftffiZ 001-358707 




(35) 



ftffl2 001-358707 



[0 12] 




to 
m 

46 
EH 

m 



m 

*i 
m 
tt 

o|r 

281 
& 

00 

U 
W 

o 

C/3 
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K(t)DO 




O 



KO0O1 KOOll 
1 2 3 



im i 3] 



Ehe(KDOO. K<t)00) 



£no(KO01, K(OOO) 



<b)eiHF-K«i»&Str 



Ene(K(t)0O. Kake) | - 




[0 14] 



T/t-fAO, 1, 2, 3 



K(l)00 




K000 ° .nnn^ 010 

KOOOl KOQ11 



O 1 



L, 



EKB 



Enc(KO00, K(t)OO) 



Ene(K<t)001. K(t)OO) 



Ene<K0010, K(t)OOI) 



£3= 



Eno(K(t>OO t K*kc) 



KOOO*fc|iKOOTO 



EKBfiH 



K(t>OQ 



-> Kaka 



1 8] 



(fijft(D8Bytc) 



ana — *0 

(Initial Value: IV) ^ 



*<K1> 



II 



DES 



<»I0>8Byte) 



DES 



E2 



(RttSBytc) 



13 



DES 



B3 



->0 



DBS 



EN 



<Me*xage Authentication Code: MAC) 



0 :»te«a««$aa(a/Wh*tt) 
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imi 5] 



Set 




* a 



4J 
_a 

i 

S 

i 



§ p S 3 5* tat 



H S 

IS 

p 

|8 

IS 




lj ^3 v 

<! «, 3a « » m 




ife in 




| <11 

§ v ?T 



© < PS 

3 3 

$ 

1 
1 

CO 



sauna*? 



IK ■ 



x 



8! 

S3; 
kt 
J? 

m 

at 

JU. 
TIT 

• 

OO 
OS 

S; 
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MOV $1, O 
ADD $1, 1 



LOAD $1, Kcyl 
LOAD $2, Kxy2 



MOV $1, 1 
INT 3 



[0 17] 




K(t)00 




KOOOO 



„KOOlO 



KOOOl KOOl 1 

0 1 2 3 



CHI 9] 



EKB 



ErwoCKOOa K<t)DO) 



EncCKOOI. K<t)O0) 



K*— K(t)OOTJ 
I Enc(K(0OO. Kkw) 




T*/t-f*0. 1. 2. 3 



[0 2 0] 



K(t)QO 




o 



KD001 K oon 
1 2 3 



L, 



J3> 



EKB 



Ene(KOOO. K{t)00) 



Ene(K{t)001. K(t)00) 



Ene(KO01O, K(t)OOI) 



(b)ICV£jft*-Klov£Etf 
— KCO OOT? 

— =Q= . 

Eno(K(t)OQ. Kiev) | » 




we-* 



T'«-f*o. 1. 2 
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[02 1 ] 




[02 3] 




AAA A AAA 



(40) 



ffiffl 2001-358707 



12 4] 



[03 5] 




I 



Ka KbKo Kd 




♦^EKB(D) CO 



MH^EKB(D), EKB<P1)2«S 



MF"*^EKB(D). EKBCP1), 
EKB(P2)»g 



14 3] 



(b) 



12 5] 



*ntMfc*-^ ?ay*CEKB:Enabllr« Kay Block) 








<o, 0) 


Eno(K(t)0, K(t)root> 


10, 1] 


Eno(K(t)1. K(0 reot> 


to, 1) 


Enc(K(0O0, K(t)O) 


(1. 0} 


Eno(K(t)01. K(t)O) 


(0, 1) 


EncCKfOlO. K(t)D 


(0. 1) 


Eno(K(t)00O. K<000) 


(O, 11 


Ene(K(t)OH, K<t)01) 


11, o\ 


EnctKfOlOO, K<010) 


n. 1} 
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